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A Model for Xml-based Electronic Health Record
System
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Abstract--- Cloud-based electronic health record (EHR) frameworks change medicinal reports to be exchanged
between medical institution; this can be relied upon to add to improvements in various therapeutic administrations;
this can be expected to contribute enhancements in numerous medical services within the future. However, because
the system design becomes more difficult, cloud-based EHR systems might introduce further security threats in
comparison to existing singular systems. Thus, patients privacy in any health care system that's supported the
quality of every patient within the health record system. so as to shield the privacy of patients, several approaches
are planned to produce access management to patient documents once providing health services. However, most
current systems don't support fine-grained access management or take into consideration further security factors
like coding and digital signatures. In this paper, we've a bent to propose a cloud-based EHR model that performs
attribute-based access management exploitation extensile access management language. Our EHR exhibit on
security, performs fractional mystery composing and uses electronic marks once a patient record is circulated to a
report requester. we have a tendency to use XML coding and XML digital signature technology. Our planned model
works expeditiously and solely the mandatory data to requesters, who are for more efficiency and increased patients
safety.

Keywords--- Cloud Storage, Access Control, Privacy Preserving, Cloud Security, XML (Extensible Markup
Language), Attribute-based Encryption Scheme.

I. INTRODUCTION
The technology has created nice strides within the field of medical information. so as to manage giant amounts

of medical information transparently and cost-effectively, the necessity for processed medical information has
inflated, and paper-based recording ways square measure bit by bit being replaced by digitized medical data systems
[1]. EHRs square measure electronically hold on digital forms containingall of a patient's medical data [2]. EHRs
follow international standards to confirm ability so patient information isn't created and managed by one health care
organization, however by multiple medical establishment systems that permit sharing between numerous health
care suppliers and organizations [3] (e.g., hospitals, laboratories, specialists, medical imaging facilities,
pharmacies, emergency facilities, and universities). The adaption of EHR will play a very important role in
risingpatient safety and health care quality [4-6].

The existing EHR system was made in a very centralized information surroundings and medical data was hold
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on and managed within the context of hospital systems. However, thisapproach incurs high prices thanks to the
initial construction of the system, maintenance, background, lack of practiced system engineers, and problems with
patient medical data being incompatible with the systems in different hospitals. One potential resolution for the
issues represented higher than has begun attracting vital attention [7]. That resolution is AN EHR system supported
the cloud surroundings. Cloud computing is managed by a cloud supplier, that has benefits in terms of price and

system enlargement in comparison to existing systems

Patient information may be shared and managed by numerous care suppliers. However, AN EHR system within
the cloud surroundings comes with further security problems compared to a single-system surroundings as a result
of patient information exchange happens between the cloud platform and numerous care establishments [9]. Patient
personal data might cause security and privacy issues as a result of it contains sensitive and confidential information
concerning the patient (e.g., hospitals, laboratories, specialists, medical imaging facilities, pharmacies, emergency
facilities, and universities) [10]. This data should be handled with care as a result of its exposure would represent a
severe breach of the privacy of the individual. The EHR system should be designed to ensure security and privacy

once sharing personal patient data [11].

Access management is incredibly necessary for shielding patient privacy once providing health services. Access
management suggests that solely sending patient documents to approved doctors. However, most up-to-date access
management systems for health services square measure inflexible thanks to exploitation role-based access
management (RBAC) schemes [12]. What is more, further security problems might arise thanks to an absence of
thought for numerous security factors. Therefore, so as to style a secure and versatile access system to shield patient
privacy, we have a tendency to propose AN attribute-based access management model exploitation protractible

access management language (XACML) [13].

The main contributions of this paper square measure as follows. 1) The attribute-based access management
utilized in the planned model will give versatile and fine-grained access management in comparison to existing
RBAC schemes. 2) By acting partial coding of patient privacy-related parts in patient documents via protractible
language (XML) coding [14], the danger of further privacy exposure for the patient once a certified user views the
patient documents are often prevented. 3) The digital signature method will prove that a document has not been
falsified or altered, and may stop non-repudiation of the document. In addition, the planned model conforms to the

technical safeguards of the yankee normal insurance movability and responsibleness act (HIPAA) [15].

Il. RELATED WORK
Standards for EHR Systems

There square measure presently many standards in development for specifying EHRs, like HIPAA, OpenEHR
[16], the health level seven (HL7) clinical document design (CDA) [17,18], and continuity of care document(CCD)
[19]. HIPAA provides security measures and privacy protection mechanisms to shield health data. HIPAA has
outlined personal recognizable data (e.g., Social Security variety, medical ID variety, mastercard variety, licence
variety, home address, phone number, medical records, and different necessary data) as protected health information
(PHI). HIPAA was created to shield the individual's letter. In 2009, HIPAA was redesigned into wellbeing
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information innovation for financial and clinical wellbeing (HITECH) [20].HITECH provides further compliance
standards for firms concerned in care. The technical safeguard portion of HIPAA specifies what needs should be met

within the style of access management, transmission security, etc. once developing medical systems.

The HL7 CDA could be a markup normal that defines the structure and linguistics of CDA clinical documents
for sharing functions. Clinical documentation could be a record of medical observations and services, and CDA
records might embody text, images, sounds, and different multimedia system content. The CDA is encoded in XML,
ANd associate degree execution system that exchanges CDA documents ought to meet all legal wants for
authentication, confidentiality, and the technical portion are often designed by engineers, and therefore the clinical

information portion are often designed by clinicians.

B. Privacy-preserving Methodologies for EHR Systems Several study papers have checked on security saving
plans for EHR frameworks [12, 22-27]. Abbas ANd Khan [12] represented the wants that ought to be thought of for
privacy in an E-health cloud. To preserve health information privacy in a very cloud surroundings, they represented
however the e-Health system ought to take into account the subsequent requirements: integrity, confidentiality,
legitimacy, responsibleness, audit, non-repudiation, anonymity, and unlinkability. They conjointly assessed however
well studies on privacy preservation in EHR systems take into account these factors. They classify privacy-
preserving approaches in e-Health Clouds as science approaches and non-cryptographic approaches. The science
approaches use coding schemes like public key coding (PKE), bilateral key coding (SKE), and attribute-based
coding (ABE) to shield health information in e-Health Cloud environments. Studies classified as non-cryptographic
approaches in the main use techniques like policy-based access management. Pussewalage and Oleshchuk [22]
request progresses for security preservation into science framework approaches (e.g., PKE, SKE, and ABE), get to
the executives approaches (e.g., RBAC, ABAC), and biometric approaches. They characterize the wellbeing and
protection request parts for e-wellbeing as a patient's understanding, a patient's administration, classification, data
honesty, assent exemption, non-reputation, and auditing. Then, they assess whether or not papers proposing privacy-
preserving schemes mirror these factors. Fernandez-Aleman et al. [23] selected the highest papers within the field
and analyzed the newest analysis trends. Their results show that over [*fr1] the EHR systems exploitation access
management use RBAC, which twenty second use a public key infrastructure (PKI)-based digital signature

mechanism.

There are many access management studies on EHR systems with the goal of protective the privacy of patients
[28, 29, 31-47]. Bahga and Madisetti [28] received a two-level demonstrating approach for accomplishing phonetics
capacity. It supports security measures and addresses the key needs of HIPAA and HITECH. Hsieh and Chen [29]
planned a style for a secure practical cloud-based EHR service. It applies a broad spectrum of security mechanisms
as well as XACML access management, XML coding, and XML digital signatures [30]. Rezaeibagha and alphabetic
character [31] planned a secure EHR system design for secure information sharing. Their study divided the EHR
system domain into direct and indirect access, and guarded patient privacy exploitation RBAC. Premarathne et al.
introduced a science RBAC display for EHR frameworks. For user authentication, location and identity verification
techniques were introduced, and steganography was applied to EKG (ECG) signal information. Peleg et al. [33]

highlighted the issues with the RBAC model utilized in existing EHR system and planned a situation-based access
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management model (SitBAC). SitBAC is intended to utilize understanding data get to ask for consequences in light
of the fact that the reason for patient security. Gjanayake et al. [34] thought of versatile access management
techniques for protecting patient privacy. Their planned access management model consists of 4 modules: RBAC,
MAC, DAC, and PBAC. They conjointly developed a web-based image. Lunardelli et al. proposed AN analytic
hierarchy method (AHP) model for determination policy conflict problems in EHR systems. They made a picture
and broke down the framework execution was misuse XACML Access the board. Calvillo-Arbizu et al. [36]
addressed the difficulty of most current clinical and EHR systems exploitation access management measures to
support needs inside solely one organization. They planned AN access management mechanism supported XACML
attribute-based access management (ABAC), that conforms to 1SO 13606, that supports multi-domain sharing. The
planned system applies AN metaphysics for automatic reasoning to a decision-making method. Kan principle et al.
[39] planned a science approach for video information sharing in a very cloud-based multimedia surroundings. they
propose a time-domain ABE theme that has time in ciphertext and key so solely users with sufficient attributes in a
very specific time interval will rewrite the video content. Ming Li et al. [44] planned a patient-centric framework
and incontestable mechanisms for acting access management in a very semi-trusted server surroundings. To perform
fine-grained and scalable access management, they used ABE technology to write in code patient information. They
applied their mechanisms and reduced the quality of key management in eventualities wherever multiple
information homeowners and patients were distributed across numerous security domains. Mohamed Abomhara et
al. [46] planned a work-based access management model that modifies the user-role assignment model through the
conception of team role. They sculpturesque and verified the policies exploitation model checking techniques
referred to as access management policy testing (ACPT) and showed their planned model is versatile and simple to
manage. Mario Sicuranza and Angelo Esposito [47] showed a brand new approach combining many access
management models. They thought of the wants of patients, care organizations, international norms and directives
for model design ANd showed an algorithmic rule for access management. However, most of those studies don't
take into account security factors, like confidentiality or integrity, in their styles, or use inflexible access

management techniques, like RBAC.

I11. THE PLANNED EHR SYSTEM MODEL FOR SHIELDING PATIENT PRIVACY
In the planned EHR model, ABAC exploitation XACML and XML security for coding and digital signatures is

employed to shield patient privacy. this will shield patients from the danger of privacy infringement by providing

solely the desired content from the requested patient medical documents to approved users.

A. Framework

We propose a brand new methodology for the event of AN EHR system that protects the privacy of patients in a
very cloud surroundings. an outline of the planned model is conferred in Fig. 1. The planned model works in 2 main
phases. The aim of the planned model is to produce medical documentation solely to approved users, while not
infringing on the patient's privacy. First, access management supported XACML language is performed. It evaluates
whether or not the user is allowed to receive the medical document. When access management is performed, if the

user is allowed to access the documents for the patient, part a pair of is performed to shield the patient's privacy. In
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Phase 2, partial coding and digital signatures square measure accustomed transmit the privacy-protected documents

to the requesting user.

B. ABAC Exploitation XACML (Phase 1)

In part one of the planned model, ABAC exploitation XACML is performed. This part is comprised of 3 main
components: the policy social control purpose (PEP), the policy call purpose (PDP), and therefore the policy
administration purpose (PAP). By acting access management, the system will verify if missive of invitationshould
be allowable or denied. The ginger is answerable for receiving user needs and imposing choices supported processed
results. once a user sends AN access request through the ginger, the ginger generates missive of invitation message
within the kind of XACML supported the user needs and passes it to the PDP. The PDP retrieves the XACML
request, searches for and analyzes connected policies, makes a final authorization call, ANd generates an XACML
response message. The generated response message is delivered back to the ginger, that enforces the received call.
The PDP refers to data from the policy data purpose (PIP) and policy retrieval purpose (PRP) to judge user requests.
The PIP stores the extra attributes needed to judge the policy (e.g., user role, clearance, and document
classification). The PRP stores XACML policy information for analysis by the PDP. XACML policies square
measure managed at the PAP. System directors will perform actions like making, modifying, deleting, and looking
policies through the PAP computer program. the look of all parts related to the choice creating (via the PDP) ought

to be situated on a sure server.

The policy structure of XACML consists of a policy set and a policy rule. Every policy will solely match one
Target. The Target is employed to see whether or not the policy is related to the request statement. The target are
often mere exploitation the 3 following attribute categories: subject, resource, action. If the required attribute class
matches the attribute class of the request statement, the corresponding policy is taken into account to be related to

that request statement. for instance, if the policy is for a document within the medical class, we are able to specify
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Fig. 1: Framework for our Planned Model
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(Policy 1) Any subject will take any action on a (1) document within the medical class. A policy will specify
multiple rules. Rules accommodates a Target, one or a lot of Conditions, and an impact. The target component
utilized in the rule is employed to judge whether or not or not the corresponding rule is said to the request because
the target of the policy. It’s accustomed judge if the rule is said to the request. If no target is mere, the rule is

evaluated for all requests.

Condition specify authorization logic statements that contain mathematician expression values. The rule is
employed to see if the condition is true or false (or Indeterminate). The result worth is a part that determines what
worth the rule can come back once the Condition is true. for instance, you'll specify the subsequent example rules

for the Policy example higher than.
(Rulel) Subjects with the role of doctor will browse / print documents of their patient's medical category.(2)

(Rule2) Subjects with the role of AN emergency doctor will browse / print the medical class documents of their

patients in emergency things.

If the condition is true and therefore the result worth is allow, then the comeback worth is allow. AN Obligation
is AN elective component {that allows |that permits [that changes} XACML to enable a lot of fine-grained access
management. Obligations specify the actions that the ginger ought to enforce whereas imposing authorization

choices.

In XACML, every policy set has multiple policies, and every policy has multiple rules. A conflict will occur
once totally different results square measure generated from every associated policy or rule. This downside are often
solved by employing a policy- or rule-combination algorithmic rule. within the event of a conflict, the mixture
algorithmic rule is employed to rank the results of every policy or rule and derive the result. Table one presents the

quality combination algorithms supported by XACML three.0.

In order to specify context, missive of invitation message in XACML uses a structure specifying attribute
classes, attribute values, and information. Fig. a couple of presents the structure of A XACML request. As pictured
within the figure, one request message consists of many attributes, and attributes square measure comprised of 4

categories: subject, resource, action, and surroundings.

The request message asks the PDP the subsequent question: For a given subject, is it allowed to perform {the
mere| there quired| the desired} action on the required resource within the specified environment? If the request

message satisfies the policy condition, it returns the result worth.

Fig. 3 illustrates the method of generating AN XACML request message supported user needs. This method is
performed within the ginger and therefore the generated XACML request is distributed to the PDP to judge whether
or not or not it's approved. During this example, as a demand of the user, the emergency doctor, Bob, sends missive
of invitation to browse the medical documents of the patient, Alice, throughout AN emergency. Once such a demand

is formed, AN attribute extraction method is performed to extract and match the attributes from the need.
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Table I: The Standard Combination Algorithms Supported by XACML 3.0

THE STANDARD COMBINATION ALGORITHMS SUPRORTED By XACML 3.0

Alzorithm Defimtion Coverage
permit-gverrides If there 1= amy ruls whose result 15 Penmut, the final authornizztion dacizion iz Permut. R
dem-overrider If any mule wath a result of Dieny exists, the final suthonization decizion 12 Deny. R
Sirst-applicablz The first result iz the end reznlt. LEP
only-ons-applicable Evaluates the policy cnly if thers iz axactly ona applicable policy and retums Indeterminate if mora than ona P

apmbiabls policy emists.
orderechpermit-overvider  The same as parmit-overndas, axcept that the order in winch relavant rules are evahiated 15 the ama a: the R
arder m which they are added fo the poliey.

ordsrad-dery-overvides The same az dany-overndes, axcept that the ordar in which relevant rules are evaluated 15 the same as the ordar LE
i whuch they are addad to the policy.

# P and R denotes policy and rule raspectvaly.
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1
o {00} 0l 0
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emergency print, encyl, time ’
doctor; location ‘
L I | I :
¢ Antributes Category -
______________________________ L s e e e S e S A S S S
fOn
Antribute
1" 0 ","
Attribute
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Fig. 2: Structure of an XACML Request

First, the actor, Bob (more specifically Bob's id), needs to access the documents matching the topic. The
document that Bob needs to access is matched exploitation the resource data. The resource sort could be a case
history, and therefore the worth is that the path to the document. Actors will perform numerous actions on the
document, like browse, write, and print. During this example, solely browse is allowed, therefore the browse
attribute is matched to the Action attribute. Finally, the surroundings matches the emergency state of affairs. At the
top of the attribute extraction analysis. This method are often divided into 3 stages. The primary stage is that the
method of determining compatibility settings and acting preprocessing before evaluating the request statement. for
instance, the method of process XACML run constants is included this step. this permits the PDP to understand the
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meaning of the mere information values once analyzing the content of missive of invitation message. This
method is performed before the request message is accepted, and is necessary for determining if the received request
message is valid. When the validity of the request message is verified, the PDP parses the request statement to
extract the specified data. Because syntax is slightly totally different looking on the version of XACML,
professionalcess, AN XACML request message are going to be generated following the addition of missive of

invitation header and attribute information data input.

'\ User's Requirement * Subject
3 User id ~ Bob
Role = Emergency Doctor
Can an emergency * Resource
doctor Bob read the Resource Type ~ medical record
patient s medical Attribute Extraction — Valoe - file'exam/madical
recards Dot v ' : recard patient/Alice
i am emergency”’ l * Action
Read
* Environment

XACML Request Fmengency wutuation

<Request xsi:schemulocation="um:ousis:names:te:xaeml: 3. 0:corezschemarwd- 1 7
http://docs oasis-open ong/xacm /3, Wxacml-core-v 3-schemi-wd-1 7, xsd"
RetumPolicy ldList~"fulse™>
<Attributes Category="urmoasisnames:tc:xaemi: | (subject-category access-subject™>
<Attribute
IncludelnResult="false"
Attributeld="um:oasis:names:te:xacml: | O:subject:subject-id™>
<Attribute Value
DastaType="urm:ousis:numes:te:xseml: 10 data-type:rfe822Name ™
Hob</AuributeValue>
</Attribute>
</Attributes
<Attributes Category™"um:oasisnames:tc:xucml: 3. 0cattribute-category  resource™ >
<Attribute
IncludelnResulr="f{alse"
Attributeld="um:oasis:names:te:xaeml: | Oresource resource-id™>
<“AttributeValue
Data Type="http//www, w . ong/ 2001/ XMLSchemaiany UR|">
file: Vexamymedical recond pient/ Alice</ Attribute Value>
</Attribute~
“/Attributes -
<Attributes Category " um;oasisinames:te:xacmi:3 D attribute-category action >
“Attribute
IncludelnResult="{alse"
Artributeld="urmioasisnameste:xaeml; 1 Oaction:action-id">
<AttributeValue
Data Type=“http/www, w3l org/ 2001/ XMLSchemutistring
read</ Attribute Value
</Attribute~
</Attributes
<Attributes Category“um:oasisinames:te:xacml: 3. 0cattribute-category environment >
<Attribute
Attributeld="urm;oasisnames:te: xacml: | Oienvironment:environment-id”
IncludelnResult="{alse">
<AttributeValue
DataType="http//www.w3.org/200 1/XMLSchema#string >
Emergency</ Attribute Valoe
</Attribute~
</Attributes
“/Request

Fig. 3: An example of the method of generating AN XACML request message {in a |during a |in AN exceedingly| in

a very} situation wherever the emergency doctor Bob accesses patient Alice's information in an emergency
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The XACML request message generated by the ginger is passed to the PDP and evaluated for approval. Fig. four
could be a flow chart illustrating the method of receiving missive of invitation message from the ginger and acting,
one ought to check for compatibility via version checking ANd use an acceptable analysis methodology supported

the version.

Analyze XACML Request
for Evaluate shes

[ Evaluate XACML Request ] . o [ Send Response ]_ o

Predefinition of XACML
Constant

¢

¥ Initial Setting for Evaluation

i
i
T Creating a Response Document
|
i

Input XACML Request

'
1 H
| ' i T
| v i . v
i 1
1 M 1
Parsing XACML Request ! Performing the Evaluation i | Send result to PEP
' |
i ' i
| '
l | l ' N e K e A R S B Ty
|
Determining the Version of the ! " o '
o 8 f the ] Determining Permissions =
)
Ll
1]

........................................................................

Fig. 4: The process of analyzing the request message and performing the evaluation process by the PDP to determine

whether the user is a user who can access the patient's document

In the second stage, analysis is performed supported the parsed XACML request message information. The
initial settings for analysis square measure determined throughout system style. once the policy love the request is
found, the ultimate approval result's determined supported a calculation of the rule values for the relevant rules. Rule
worth estimation is performed as shown in Table a pair of. The PDP returns allow or deny values if the requested
access is granted or rejected, severally, and returns Indeterminate if the PDP cannot judge the request thanks to a slip
(e.g., missing attributes, network errors whereas retrieving policies, policy analysis, syntax errors, etc.). If the PDP

doesn't have a policy that applies to the request, it returns Not Applicable.

Table Il: Rule Evaluation in XACML

BRI BA B T BRI IRE FNIET BET SR RN AT

Target Condition Rule value
Match True Effect
Match False Not Applicable
Match Indeterminate Indeterminate
No-Match Do not care Not Applicable
Indeterminate Do not care Indeterminate

The final stage is to make a response Message supported the results of the analysis stage and deliver it to the
ginger. Fig. five presents the method of making a response message when the PDP has finished evaluating the
instance situation from Fig. 4. The response message is comparatively straightforward compared to the request
message. in a very response message, call results and a standing are often mere. during this example, solely one
approval result's displayed as a result of it's a method for one request statement. However, once a multi request is

received, AN approval result ought to be provided for every request.
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C. XML Security for Medical Document Security (Phase 2)

In the Access management part of the proposal model, once a user is allowed for a document, that document is
then delivered to the user. The delivered document is prone to security threats as a result of it's a CDA/CCD
original, that isn't encrypted or signed. Therefore, albeit the access management step has been performed, the patient
still has the danger of their sensitive data being exposed. so as solve this downside, our planned model uses XML

security throughout part

During this method, partial coding is performed exploitation XML coding and a digital signature is additional
exploitation XML digital Signature. With XML coding, partial coding are often performed rather than total coding,

which means it exposes solely the mandatory data to the user.

User’s Requirement in

Canr ant emergency docior | NACML Reguest
Bob read the pavient 'y
medical l
recovdt Docwmene it lice) in
an emergency” foran * Yo, He can access
PEP Evaluation PO o S
* Result l
Decision ~ Permit
Status ~ OK 1 NACML Response
Response
Result
Decislon Permit</Decision -
“Status
StatusCode Value " um:oasis mumesto:xacml: | O:status:.ok™
Status
Attributes Category="urn:oasis: names:te:xaeml: 3, O:attribute-category :resource’
Attribute
Atributeld“urn:oasisnames:te xacml: 1 O resource; resource-id’
IncludeInResult="true
AttributeValue DataType~ hitps//www.w 3 org/ 200 ' XMLSchematany URI"
file. Vexam/medical recond patient Alice
AttributeValue
Attribute
Attributes
Result -
Response -

Fig. 5: An example of the method of generating AN XACML response message when analysis within the situation
of Fig. 3.

First, for the safety of patient medical documents, we have a tendency to use XML coding to perform partial
coding of contents that will infringe upon patient privacy with reference to the initial CDA/CCD text following the

access management method. XML coding follows the method conferred in Fig. 6.

First, {the components| the weather} and element content of the CDA/CCD XML document square measure

known by parsing before coding. We have a tendency to then classify the factors that will infringe upon patient
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privacy and choose some of the document for coding. If elements that will infringe upon a personality's privacy
square measure selected, then coding is performed on those parts. Within the HIPAA normal, any data in medical
records that's accustomed establish people is outlined as letter (e.g., medical records, charge data, insurance data,
and insurance information). Letter is formed, used, and exposed throughout the availability of care services and will
be exploited to violate the privacy of people. Table three lists the eighteen kinds of identifiers outlined by HIPAA. a
number of {the information| the info| the information} listed is closely associated with data that will violate the
patient's privacy. In addition, there is also sensitive data that the patient doesn't want to disclose. This data ought to
even be partly encrypted and retrieved solely with patient consent, if necessary. Once the coding parts square
measure selected, AN coding algorithmic rule is chosen and partial coding is performed exploitation the

administrator's personal key.

J '
| Plain CDA Identify XML element Select encryption :
: Document or element content section :
| —— ;
E L Select encryption J . Encrypted :
' mathod » Encrypt data document :
| XML Encryption,
Plain CDA Document XML *  Encrypted Document s < s e
(XML) — Document
public/private
Secret key key pair

Fig. 6: The process of encrypting medical documents using XML encryption in phase 2 of the proposed model

When the XML partial coding is completed, the XML digital signature is applied. AN electronic signature
proves that the person represented because the author truly created the electronic document. It conjointly proves that
the contents weren't falsified or altered throughout the causation and receiving process; this prevents the author from
later denying the very fact that the electronic document was created. The utilization of AN XML digital signature is

illustrated in Fig. 7.

The first step is to see the kind of digital signature to be used. There square measure 3 kinds of XML digital
signatures: AN close signature, enclosed signature, and detached signature. For AN close signature, the topic
information exists inside the signature structure. This can be advantageous for adding a digital signature to the
prepacked information in AN XML payload. For AN enclosed signature, the target information contains the

signature structure. This will be accustomed digitally sign all or a part of AN XML document. A detached signature
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exists outside the information and doesn't have a signature structure. this can be accustomed digitally sign
information that exists at a location mere by a URI address. The second step is to make a digest. the information to
be signed is given a brand new worth of reduced size by employing a hashing algorithmic rule. This method is
termed making a digest. The hash algorithmic rule ought to be designed to provide a similar digest for a similar
information and to come up with a very totally different digest worth once a small modification is created to the

information. This prevents somebody from acting reverse engineering on the information.

Table I11: Patient Sensitive Information for Partial Encrytion

Sensitive
Information that 1dentifies an individual as defined by information that
HIPAA (Safec Harbor). an individual
§164.514(b)2) docs not want
cxposed.

Names, geographic data, all elements of dates, Sexual diseases,
telephone numbers, fax numbers, email addresses, psychosis,
social security numbers, medical record numbers, marital status,
health plan beneficiary numbers, account numbers, ethnicity. etc.
certificate/license numbers, vehicle identifiers and

serial numbers, including license plates, and device

identifiers and serial numbers, web URLs, internet

protocol addresses, biometric identifiers (e.g., retinal

scan, fingerprints), full face photos and comparable

images, any unique identifyving number, characteristic,

or code.

As a 3rd step, XML canonicalization is performed. Inside a serialized XML document, data are often delineated
in a very sort of forms. the subsequent example shows XML representations that have totally different positional

representation system string representations, however have a similar meaning:

<name a="1" b="2"c="3"/>
<name ¢="3' b="2' a="1"></name>
during this case, the 2 statements square measure logically equivalent in AN XML document, however don't
guarantee equivalent hash values. Standardization is important for logically identical XML documents to be
reworked into one piece of physical information. To create AN XML document physically a similar document, the
W3C recommends AN XML canonicalization algorithmic rule, which may guarantee ability with XML documents
written in several structures. Though the initial one.x version of the XML digital signature failed to totally look after
the canonicalization of problems like whitespace or XML namespace notation, XML digital signature a pair of.0

follows canonicalization a pair of.0 to resolve several of the issues in existing versions and improve hardiness.

The final step is to calculate the signature worth. In this process, the digest worth is encrypted exploitation the
author's personal key. The user later decrypts the signature worth exploitation the author's public key and compares
it to the digest worth to confirm that the signature is valid. If the 2 values don't seem to be a similar, it implies that
the document is totally different from the one signed by the author. However, albeit the values square measure

totally different, it's inconceivable to grasp what caused the distinction.
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IV.IMPLEMENTATION
In this section, we have a tendency to discuss the implementation of the EHR image for analysis of the planned

model. The enforced system is meant to demonstrate the pertinence of the planned model exploitation actual medical
information. We have a tendency to conjointly analyze the flow of information by applying the planned XACML

access management and XML security method to the present image.

A. Development Surroundings

The system is enforced within the Java net server (JDK8) surroundings [48]. Balana (version one.0.0) was used
for the implementation of XACML access management [49]. It's managed by WSO2 and builds upon the Sun
XACML a pair of.0 implementation. It's open supply and licenced beneath an Apache license. We have a tendency
to leveraged the ASCII text file of the XML security library (version one.2.24) so as to implement XML coding and
digital signatures. The library is licenced by Aleksey Sanin (MIT License) [50]. We have a tendency to conjointly
used science libraries, as well as the libxml library for XML parsing [51] and OpenSSL for coding [52].

B. Medical Information (MIMIC I11)

We used sample information created by touching on the schema and values of the medical data marketplace for
medical care 111 (MIMIC-I111) so as to duplicate the information format utilized in hospitals for our implementation
[53]. MIMIC-III could be a free crucial care information. MIMIC-I1I includes health-related information for over
forty,000 patients World Health Organization stayed within the medical care unit between 2001 and 2012 at the
alphabetic character Israel Protestant deacon eye. The information includes demographics data, patient sign

measurements, laboratory check request exploitation the hold on policy.

\ Partially

! Encrypted » Apply transformation |—>  Generate Digest [ :
: Document "
E —Encr_\'ptcd
' . Canonicalize - Siened -
| - : : »  Sign Signed Signe :
: Signedinfo - Smedinge Document :
E XML Digital Signature

Plain CDA Document XML ENC Partially Encrypted XML DSIG Encrypted Signed
(XM1) Document Document
private ke public key

P —

Fig. 7: The Method for Acting AN XML Digital Signature on a Partly Encrypted Medical Document in Fig. 6.
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Fig. 8: The UML Sequence Diagram of the Implementation System.
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If the analysis returns denied, the net server sends a message to the user that their request is denied and therefore
the method is terminated. If the analysis returns allow, the net server fetches the requested medical data. If there

square measure multiple results, procedures, medications, caregiver notes, imaging reports, and mortality data.

Attribute-based Access Control using
XACML

A dam 0 Swsl wpew
. TrriemeTt e Taan N e
- 10
- ! o1
2 1!
’ - '
- | "

Viuw resgcrms ImMaseis

Fig. 9: Screenshot of Prototype Application Showing Access Control Part
C. System Style

Because the $64000 EHR system is incredibly giant, there's a limit to the implementation of the system during
this study. Thus, we have a tendency to limit the input of user needs so as to alter implementation quality. for
instance, a user might choose solely a restricted set of documents or actions. This conjointly simplifies the task of
complicated policy style. The key management needed for coding and sign language conjointly uses an area key
store so as to scale back implementation quality. Fig. eight presents the UML sequence diagram of the enforced
system.
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First, the user should log in to the server to verify their identity. The HIPAA normal specifies distinctive user
identification as a demand once acting access management. The user then requests a medical document from the net
server. Fig. nine presents the user request portion of the enforced system. once a user selects the specified document
and action, ANd sends an access management request through the net server, the ginger generates a corresponding

XACML request message.

The request message is distributed to the PDP, that evaluates the user requested documents, the XML security
method is performed just for documents that square measure allowable. The model planned during this paper uses a
cloud repository to fetch medical information, however the enforced system is meant to fetch medical data from an

area store so as to scale back quality.

Table 1V: Elements to be Considered for Partial Encrytion

S e —————— Y
Elements to

Consider Related Elements
Encrypltion
Patient's -Date of Birth{ DOB), Date of Deathy DOD)
Personal -Insurance
Information Lunguage
-Rehigion

Maurital Status
-Ethmcity

Diseaxe- Discase Name
Relared -Drug Information
Information

Haspital « Hospital Admission/Discharge Date
{/se
Information

In the choose coding Section of the XML coding method, information parts that may infringe upon the privacy
of a patient square measure classified. Table four lists the sections that ought to be thought of for partial coding
within the MIMIC-III information schema. These embody patient personal data, sickness connected data, and

hospital use data.

After the partial coding zone is set, XML coding is performed on the corresponding sections. Finally, a digital
signature is additional to confirm the validity of the document. Fig. ten presents the method of encrypting and sign
language medical documents within the enforced system. The digital signature and encrypted document square

measure then valid and decrypted by the user.

DOI: 10.37200/1JPR/V2415/PR2020286
Received: 18 Mar 2020 | Revised: 30 Mar 2020 | Accepted: 08 Apr 2020 5800



International Journal of Psychosocial Rehabilitation, Vol. 24, Issue 05, 2020
ISSN: 1475-7192

<athiicinyCinde="11 12 n'W\\\m' codenyywar" -

BT

CTik Al -

| (2) Purtially Enerypted (DA Document

Chsa ool
A CDA Hewber -

TS
“grvenclota gremn:
ity S Fasly

Sty -
--'“l

“EaerypiedDae uimhae=tenp www w ) ang J001 T4 wakene v
Fype it www w g 200 104 vindoss 3 F Lovinane™ -

< aryptionMethod Algonthar= B waww wl org 200 104 ximdeseotphede o'

ey bl wunlating waww wd oeg 2000 0% sadboge™

<Ky Naws hskoy b Koy Noms -

CipherDhata

OV i PelERAAD S P e a2 DA ALY W IRE ot i)
AWl pInZ S AR IINK ek pl2s VIIDMC nad P ipt AEaloQLF K Q0N
R T Vot X il Vi -

CCipRer Dl

sy pladi b -

-~y

© S ey
RN (T LT

O Parthalty Kneryprod Sagoed € DA Document

| it o (e nrrients of (2)

CNigaatire sl Nitp www w ) g 00 Lk -

Sipmallni

“CamonmalizatioaMwtund Alponthime it e w ) org 2001 | 0onmbanc« [ dot* -
Nt e el Algormiur Bty wwm Wl peg 2000 08 wpddeigtiee a1
“Reliwerve

*Frambonu -
< vamform Alptti="tig waw w1 g 00 1 umbibigesnvelopul aputes
©Trambormn
“EngaatMiathond Adgraithen-"Mrp s b g 0G0 unibdigtabal”
OtV b 0 [OENONRMM NI o MERN G DigmrVadoe ©
- “m‘
< Nigantlnfy
N Vinhie SARIUEE Sl Mok 1T By ¢ sl 11 Dvea v M0y MAROVW 5 'Y
AOFAINMOO AR 6L ARIWOW T Q= Srmatiee sl -
“ Ky fubis-
“KoyName rrabey pero KeyNone
< Raylnbee
< Sugatre < Dy pedon -

Fig. 10: The Process of Encrypting and Digitally Signing Medical Documents
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V. DISCUSSION
We planned AN EHR system model that operates in a very cloud-based surroundings to shield patient privacy.

The planned model differs from existing approaches in the main in terms of security. Table five compares the
approaches used existing models with the planned model mentioned in section three. We have a tendency to selected

recent access management studies associated with patient privacy protection for comparison.
The following 5 security analysis factors were used for comparisons with existing studies:

Authorization: A method of granting or denying a user access to a system. This grants the user permission to

access acceptable health information solely.
Confidentiality: Ensures that health information stay confidential and inaccessible to unauthorized users.

Integrity: Ensures that health information don't seem to be changed once delivered to a different party. solely

approved users will modification health information.

Accountability: Monitors access to medical information. This permits the system to spot the user World Health

Organization performed a selected action and what actions occurred throughout a particular amount.

Non-repudiation: Ensures that the abuse of medical information cannot be denied by proving the very fact when

causation or receiving a message.
As shown in Table five, most of the safety EHR modeling

Approaches have issues with totally supporting numerous security activities as a result of they're too centered on
a particular activity. Most studies planned a technique for access management that doesn't address the issues of
confidentiality and integrity of internal information. as a result of patient information are often attacked in a very
sort of manners, multiple security systems square measure needed to shield privacy. during this paper, we have a

tendency to satisfy these needs through a two-phase model.

According to Abbas and designer [12], privacy-preserving techniques in e-health comprise 2 categories: science
approaches and non-cryptographic approaches (e.g., access control). The model planned during this study falls
inside the cluster of science approaches as a result of it contains AN encryption technique. However, the coding
technique we have a tendency to use isn't used on to shield a patient's health information privacy, however is a
further technique used for secondary protection when access management. Therefore, the planned model is nearer to

being a hybrid approach.

As shown in Table five, several existing approaches use RBAC. However, because the numbers of resources and
users increase, the RBAC model will increase the amount of roles and policies, leading to a measurability issue [59].
This downside is caused by the static characteristics of RBAC. The ABAC model has been developed to resolve this
issue. The ABAC utilized in the planned model could be a a lot of versatile approach than RBAC, therefore enabling

a lot of fine-grained access management.

The planned model uses XML digital signatures to confirm information integrity and non-repudiation. Digital

signatures give a helpful thanks to prove authentication (for the sender) repudiation [64]. Digital signatures are often
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accustomed show that a digitally signed document is strictly what the signer meant, which no change of state has
occurred within the method of generating, distributing, or storing AN electronic document. it's conjointly doable to
perform a non-repudiation perform by checking the content of a message employing a digital signature. in addition,
the planned model follows the technical safeguard standards planned by HIPAA and its pertinence was incontestable

through image implementation.

V1. CONCLUSION
Recently, EHR systems within the cloud surroundings have shown the potential to enhance the standard of

medical service by sharing and utilizing patient information across numerous medical establishments. However, this
surroundings creates further security risks and patient privacy are often desecrated by numerous malicious attacks.
Despite the importance of information security, several systems don't take into account security factors throughout

their modeling method or regard them as minor factors.

We planned a cloud-based EHR model that guarantees patient privacy. The planned model is split into 2 stages:
access management, and therefore the application of coding and digital signatures. The planned model uses AN
ABAC methodology engineered upon XACML. When acting access management on patient documents, coding is
performed and digital signatures ar} additional exploitation XML coding and XML digital signatures as an extra
security measure. The planned model provides a lot of versatile and fine-grained management than existing RBAC
systems and alleviates the danger of exposing patient privacy data by exploitation partial coding and electronic
signatures. The implementation of a image incontestable the practicability of the planned model. we have a tendency
to compared the enforced security factors with those utilized in different connected studies and determined that the

planned methodology is superior to previous ways in terms of security.

In the future, we'll any refine the processes utilized in the planned model and implement further security
measures. we'll conjointly expand the implementation of the image to implement a a lot of refined system and

perform quantitative performance analysis.
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