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ANDROID DATA SECURITY USING
CRYPTOGRAPHIC ALGORITHM
COMBINATIONS

April Lia Hananto! Bayu Priyatna?, Ai Rosita’

Abstract---Android is a platform that is very vulnerable to hacked by bad people to steal users' data intentionally
or unintentionally [1]. To deal with data disturbances it is necessary to use cryptography [2], one of which is
Playfair Chipper. Playfair's cryptographic algorithms are currently being developed with various types of matrix
table modifications, ranging from changes in matrix size, or changes in the encryption process steps. The results of
applying the Playfair combination and modification algorithm with the Linear Feedback Ship Register (LFSR) for
securing data on the Android platform. Testing the application of the results of the Playfair algorithm modification

using the Avalanche Effect can be concluded that the resulting ciphertext has a high complexity.

Keywords---Android, LFSR, playfair cipher, modification, cryptography.

I. INTRODUCTION

The increase in applications utilizing the Android platform is felt to help provide benefits in various fields; both social,
health, and government. But it needs to be reminded that the Android platform has an open-source that can support
software developers to exploit traces of digital applications, and Android is also a platform that is very vulnerable to be
hacked by bad guys for personal data [1].

To deal with data disturbances, it is necessary to use cryptography [2], one of them is Playfair Chipper. Playfair's
cryptographic algorithms are currently being developed with various types of matrix table modifications, ranging from
changes in matrix size, or changes in the encryption process steps. Also, combining with other cryptographic techniques
can be done, with the hope of being able to strengthen the security of the data from the encryption process, and produce a
complex ciphertext that is difficult to solve [3].

Various assault techniques such as; Known Plaintext Attack, Brute Force Attack, and Frequency Analysis can be
handled well [4]. In this paper, we test the application of the results of the matrix modification, encryption process and
combining with the Linear Feedback Ship Register (LFSR) algorithm for securing data on the Android platform, as well as

testing the resulting ciphertext complexity.
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II. THEORETICAL BASIS

Cryptography
It is a technique of deception sentences so that the original meaning cannot be known. Now cryptography is no longer
limited to encrypting messages but can also prepare security aspects against attacks from cryptanalysis. Therefore, the idea

of cryptography also turned into science and art to maintain message security [10]. Cryptography is a process used to help

improve data security [5].

Classic Method of Playfair Cipher Cryptography

Symmetrical key substitutions are often mentioned in the Playfair Chipper method. The technique used in conventional
Playfair cipher divides the plaintext into sets of two-letter and number characters, each known as a digraph consists of the
alphabet as identification. Playfair algorithm that uses a 5X5 matrix with 25 letters [6], made as in Figure II-1. The key
table used for the encryption and decryption process is made placing key letters without repetition from left to right and
from top to bottom in the matrix table, then the remaining matrices are equipped with the remaining letters in alphabetical

order. And change the letter "J" to "I" if it's in the plaintext [11].

A B| €| D E
F G| H| ) K
L M| N| O P
Q R| S T U
vV | W| X Y z

Figure II-1 Sample Key Matrix [11].

Classic Playfair Cipher Encryption Algorithm
The following are the steps and rules that exist in Playfair Chipper:

1. Arrange plaintext characters into paired matrices (2 x n)

2. Characters and spaces that may not be in the plaintext (if any) must be replaced first.
3. Plaintext Being the original message is carried out by the letter pairs (bigram).
4. If the letter J is available in the plaintext, replace it with the character letter I. as shown in figure II-2:
— .
n [+ — nz
k| a k| al]
T |t |v r|t
a| - a| -
-
k| a k| a
r |t r|t
a|z alz

Figure II-2 Plaintext in pairs
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1.  When there are the same pair of characters, then change one letter of the letter pair with the letter Z or X enter it
using the letter X because the letter X is very minimal in the same bigram, unlike the letter Z, for example, is the

word PASSWORD.

a____a- X
aapin

Figure II-3 Plaintext With the Same Pair

2. If there are letters in the unpaired plaintext then select additional letters then add at the end of the plaintext.

Additional letters can be selected, for example, the letter Z or X [7].

T
|

b | a alb

Figure II-4 Plaintext not in pairs

Description Plafair Cipher

At the stage of return or Decryption Playfire has the following stages:
1. Ifthere are two letters on the same key line, then each letter is changed using the letters on the left.
2. Ifthere are two letters in the same column, then each letter is changed by the letters above it.
3. If the two letters are not on the same row and column, change to the letter at the intersection of the first row with
two-column letters. Then the second letter is then changed using the letter in the fourth vertex of the rectangle

formed from the letter used [12].

Linear Feedback Shift Register (LFSR)

Generator Linear Feedback Shif Register (LFSR) [8]. Is a register that can shift with a certain number of conditions, the
final result will be selected and added two modulo, then return to the input register at each clock cycle. LFSR has an N
storage element called stages. The n-stage LFSR is flagged by an n X n matrix, called TSR, a size format based on the
feedback stage dependency. Furthermore, the state is a linear function of the previous state [13]. A shift in the linear

feedback register (LFSR) is needed to produce the key given to the encryption and decryption block [9].
III. SYSTEM DESIGN

The security design must be able to provide end-to-end authentication, message confidentiality, and integrity [10]. The
model used in this study is a technique, by changing the steps of the encryption algorithm, modifying the table using a 13 x
13 matrix and combining it with an 8-bit Linear Feedback Shift Register (LFSR) [11]. The process flow of this research is

outlined in Figure III-1 as follows:
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Matrix Table 13 x 13

i g

Encryption (1)

Document File/
Chipertext (2)

Decryption (2)

Figure III-1 Flow of Data Security System

Playfair 13 x13 Matric
Formation of a 13 x 13 matrix key Playfair matrix is included, in the formation of a key consisting of letters, numbers,
and symbols. The first step is that a key consisting of a combination of characters must not have more than one appearance
if there is such a thing then delete numbers, letters or symbols that have similarities. So the key "D4wn4tt @ ck" becomes

"D4wnt @ ck". In Table III-2 is a matrix formed by the key "D4wnt @ ck":

D 4 w n t @ c k A B C
E F G H 1] K L M N (¢ P
Q R S T U v w X Y V4 a
b d e f g h 1/] 1 m o P
q r S u v X y z 0 1 2

3 5 6 7 8 9 ~ ! # $ %
A & * ( ) _ + = - < >
" , « 2 \ ? B Y €
y| € # ©| 9 Va i N @ ™ .
a ! 6} U a o 6 0 » M +
® o ® u ° ’ ¢ Z T i
b %l %| Ul U U Y a i a i
i ) . - i o} - ™ %o +

Figure III-2 Key Matrix Modification on Playfair

Linear Feedback Shift Register (LFSR)
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The step in the data encryption method uses 16-bit Shift Register (LFSR) linear feedback, which will form a key matrix.

The following is an illustration of the key formation process of the key from LFSR:

" [

‘ B'\ﬁ‘ B15 ‘ B14

B13 ‘ B12

BH|E\U‘BB‘EB ‘ET‘EG‘B5|B4‘BS|EZ

Figure III-3 Key Formation Process

In Ilustration Figure I11-3 is a depiction of flow in key formation with 16-bit LFSR. Where B16, B15,... B1 represents
B16 xor Bl input bits then Bl is shifted and placed in the output bits. Figure III-4 is the result of the LFSR key

development process:

Bl6 | B15 | B14 | B13 [ B12 | B11 | B10| B9 | B8 | B7 | B6 | BS | B4 | B3 | B2 | Bl | Output
0 0 0 0 0 0 0 1 0 0 0 0 0 0 1 1
1 0 0 0 0 0 0 0 1 0 0 0 0 0 0 1

o 1 0 0 0 0 0 0 0 1 0 0 0 0 0 0
0 o 1 0 0 0 0 0 0 0 1 0 0 0 0 0
0 0 o 1 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 o 1 0 0 0 0 0 0 0 1 0 0 0
0 0 0 0] 0o 1 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0] o 1 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0] o 1 0 0 0 0 0 0 0 1
1 0 0 0 0 0 0 o 1 0 0 0 0 0 0 0
1 1 0 0 0 0 0 0 o 1 0 0 0 0 0 0
1 1 1 0 0 0 0 0 0 o 1 0 0 0 0 0
1 1 1 1 0 0 0 0 0 0] 0 1 0 0 0 0
1 1 1 1 1 0 0 0 0 0] ) 0 1 0 0 0
1 1 1 1 1 1 0 0 0 0 ) 0] 0 1 0 0
1 1 1 1 1 1 1 0 0 0 0 0 0 o 1 0
1 1 1 1 1 1 1 1 0 0 0 0 0 0] o 1

Figure I11-4 Establishment of LFSR Keys

In figure III-4 the initial input is 0000000100000011 then the result obtained is 1100000010000000 then the next
output is continued up to (n). Then the resulting output is compiled with a size matrix (2 % n) where the length (n) is based
on the length of the line contained in the ciphertext that has been generated from the encryption process 1, using the
Playfair cipher. The output of the bits will be converted to decimal and the decimal obtained will be converted to the

equivalent ASCII character [12].

IV. RESULT AND DISCUSSION

Implementation on the Android Platform

Android application interface that is built can be seen in Figure IV-1 and Figure I:
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Exam Security

TOP SECRET

Main Menu

Encryption

Decryption

Encryption Playfair

Decryption Playfair

About Playfair

About LFSR

About Me

Figure IV-1 Data Encryption Android Application

LFSR Encryption Byte

Playfair Encryption

Figure IV-2 Data Decription Android Application

Ciperteks Randomness Test
In the ciphertext randomness test, 30 trials were performed with random sample parameters based on the same data size,
character length, and key. The results of the experiment using the calculation of the Avalanche Effect method with the

formula:

number of bit changes

Avalanche Ef fect = x100% (4.1)

the total number of chipload bit

Generally, the bits in the ciphertext will change from the number of bits in the plaintext by 50%. Avalanche effect is
said to be good if the resulting bit change ranges from 45-60% (about half). The more bit changes that occur cause the
more difficult the cryptographic algorithm to solve or have high complexity [14]. Implementation of the Avalanche Effect
the number of bit changes obtained from XOR calculations between plaintext and ciphertext is converted to binner
numbers, then prove that the modified Playfair algorithm combined with LFSR has a higher ciphertext randomness value.
The following is the result of the comparison of the ciphertext randomness test which can be seen in Table IV-1 and Figure

IV-4 Graph of Avalanche Effect:

Table IV-1 Comparison of Ciphertext Randomness Test Results
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Data /
Plaintext Afvalanche
No File
length (bit) Effect
Name
Sample
P 142
1 1 40,18
Sample
P 482
2 2 41,31
Sample
P 993
3 3 45,07
Sample
P 1287
4 4 41,06
Sample
P 1.981
5 5 46,51
Sample
P 2.212
6 06 40,87
Sample
P 3.580
7 7 45,34
Sample
P 3.780
8 8 47,31
Sample
P 4.324
9 9 44,96
Sample
P 5.520
10 10 45,15
Sample
P 5.804
11 11 46,93
Sample
P 6.916
12 12 48,77
Sample
P 7.882
13 13 41,92
Sample
P 8.576
14 14 45,01
Sample
18.796
15 15 45,97
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Data /
Plaintext Afvalanche
No File
length (bit) Effect
Name
Sample
10.940
16 16 38,81
Sample
16.980
17 17 43,62
Sample
12.176
18 18 45,43
Sample
31.992
19 19 44,94
Sample
19.840
20 20 39,61
Sample
33.372
21 21 40,14
Sample
35.796
22 22 39,96
Sample
25.692
23 23 44,40
Sample
38.680
24 24 44,80
Sample
58.286
25 25 44,48
Sample
70.212
26 26 40,10
Sample
95.890
27 27 44,73
Sample
121.748
28 28 44,49
Sample
138.780
29 29 44,15
Sample
141.468
30 30 44,63
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Data /
Plaintext Afvalanche
No File
length (bit) Effect
Name

Avalanche Effect Average

43,69
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Avalanche Effect
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Figure IV-3 Avalanche Effect graph

V. CONCLUSIONS

Based on the results of research conducted, data security on Android can answer the hypothesis at the beginning of the
research by implementing the Playfair algorithm and then combining it with 16-bit Shift Register (LFSR) linear feedback,
which can increase the lack of data security on the previous Android such as, by changing the key size matrix 13x13, the
Playfair cipher can insert 196 characters consisting of capital letters, lowercase letters, numbers, and symbols, then the
results of the ciphertext randomness effect test of avalanches obtained an average value of the Playfair algorithm 43.69%.

so, it is increasingly not easy to be attacked with the techniques of Plaintext Attack, Bruteforce Attack, and Frequency
Analysis.

VI. RECOMMENDATION

This result will be much better if implemented on the data communication system protocol of the Android platform.

The combination of the Playfair algorithm using asymmetric methods, such as RSA or AES is expected to be able to
provide changes to the ciphertext that is produced much better.
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