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Lossless Data Hiding based on Histogram
Modification

T. Vijayan, Abinethri and B. Kalaiselvi

Abstract--- In this, we present a reversible data hiding scheme based on histogram modification. We exploit a
binary tree structure to solve the problem of communicating pairs of peak points. Distribution of pixel differences is
used to achieve large hiding capacity while keeping the distortion low. We also adopt a histogram shifting technique
to prevent overflow and underflow. Performance comparisons with other existing schemes are provided to
demonstrate the superiority of the proposed scheme. In this letter, we present a reversible data hiding scheme based
on histogram modification. We exploit a binary tree structure to solve the problem of communicating pairs of peak
points. Distribution of pixel differences is used to achieve large hiding capacity while keeping the distortion low. We

also adopt a histogram shifting technique to prevent overflow and underflow.
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l. INTRODUCTION
Lossless data hiding is the technique that allows embedding (hide) data inside an image and later the hidden data

can be retrieved as required and the exact copy of the original image is found. One of the most important
requirements of reversible data hiding is that the distortions to the original signal should be such that artifacts are not
visible. Because these medical, astronomical, and military images due to legal distortions create problems in some

fields such as reasons. Another requirement is to have higher embedding capacity.

Data hiding is a term encompassing a wide range of applications for embedding messages in content ,Inevitably,
hiding information destroys the host image even though the distortion introduced by hiding is imperceptible to the
human visual system. There are, however, some sensitive images for which any embedding distortion of the image
is intolerable, such as military images, medical images, or artwork preservation. For medical images, even slight

changes are unacceptable because of the potential risk of physician misinterpreting the image.

Consequently, reversible data hiding techniques are designed to solve the problem of lossless embedding of large
messages in digital images so that after the embedded message is extracted, the image can be completely restored to

its original state before embedding occurred.

Exiting methods are LSB and Difference expansion methods. A lossless generalized LSB embedding scheme (G-
LSB) presented by Celik, uses a variant of an arithmetic compression algorithm to encode a message and hide the
resulting interval number in the host image. Tian devised a high-capacity reversible data hiding technique called

difference expansion (DE), in which the message is embedded based on the 1-D Haar wavelet transform. The
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resulting high-pass bands are the difference between adjacent pixel values. Tian’s technique has been extended
recently Another novel histogram-based reversible data hiding technique was presented by Ni, in which the message
is embedded into the histogram bin. They used peak and zero points to achieve low distortion, but with low capacity.
Histogram modification techniques have been extended recently. However, those techniques all suffer from the

unresolved issue represented by the need to communicate pairs of peak and zero points to recipients.

In this, we extend the histogram modification technique using pixel differences to increase hiding the host
image. Tian devised a high-capacity reversible data hiding technique called difference expansion (DE), in which the
message is embedded based on the 1-D Haar wavelet transform. The resulting high-pass bands are the differences
between adjacent pixel values. Tian’s technique capacity. We use a binary tree structure to eliminate the requirement
to communicate pairs of peak and zero points to the recipient. We also adopt a histogram shifting technique to

prevent overflow and underflow.

1. PROPOSED SCHEME
A lossless data hiding scheme based on histogram modification using pairs of peak and zero points. Let P be the

value of peak point and Z be the value of zero point.

The range of the histogram, P + 1, Z — 1, is shifted to the right-hand side by 1. Once a pixel with value Pis
encountered, if the message bit is “1,” the pixel value is increased by 1. Otherwise, no modification is needed. Data
extraction is actually the reverse of the data hiding process. Note that the number of message bits that can be
embedded into an image equals the number of pixels associated with the peak point. However, the histogram

modification technique does not work well when an image has an equal histogram

While multiple pairs of peak and minimum points can be used for embedding, the pure payload is still a little
low. Moreover, the histogram modification technique carries with it an un solved issue in that multiple pairs of peak
and minimum points must be transmitted to the recipient via a side channel to ensure successful restoration. Thus ,
we present an efficient extension of the histogram modification technique by considering the differences between
adjacent pixels instead of simple pixel value. Since image neighbor pixels are strongly correlated, the distribution of
pixel difference has a prominent maximum, that is, the difference is expected to be very close to zero. We can find
that the differences have almost a zero-mean and Laplacian-like distribution . Distributions of other images also
follow this model. Laplacian data can be applied to data hiding schemes to improve their embedding ability. This
observation leads us toward designs in which the embedding is done in pixel differences. We also use a tree
structure to solve the issue of communicating multiple pairs of peak points to recipients. Having explained our back

ground logic, we now outline the principle of the proposed reversible data hiding algorithm.

1. BINARY TREE STRUCTURE
Fig. 1 shows an auxiliary binary tree for solving the issue of communication of multiple peak points. Each

element denotes a peak point. Let us assume that the number of peak points used to embed messages is2*. where L
is the level of the binary tree. Once a pixel difference di that satisfies di <2*. is encountered, if the message bit to
be embedded is “0,” the left child of the node di is visited; otherwise, the right child of the node di is visited. Higher
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payload require the use of higher tree levels, thus quickly increasing the distortion in the image beyond acceptable
levels. However, all the recipient needs to share with the sender is the tree level L, because we propose an auxiliary
binary tree that predetermines multiple peak points used to embed messages. A detailed embedding algorithm with

the auxiliary binary tree is given later in this method.
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Fig(1) Binarytree Structure

AV HISTOGRAM:-

Color Histogram:-
A color histogram is a representation of the distribution of colors in an image. For digital images, it is basically

the number of pixels that have colors in each of a fixed list of color ranges that span the image's color space, the set
of all possible colors. histogram can be formed by first normalizing counting histogram of an image is produced first
by discretization of the colors in the image into a number of bins, and chromaticity he number of image pixels in

each bin.

Grayscale Histogram:-
Here we use 8bit grayscale image the histogram of an image normally refers to a histogram of the pixel intensity

values. This histogram is a graph showing the number of pixels in an image at each different intensity value found in
that image. For an 8-bit grayscale image there are 256 different possible intensities, and so the histogram will

graphically display 256 numbers showing the distribution of pixels amongst those grayscale values.

Histogram modification:-

(a) Histogram shifting
Firstly introduced a reversible data hiding technique based on histogram shifting (some times referred to as

histogram modification) that we shall describe briefly in this section. Let Pmax be a pixel value that corresponds to
the peak point of image histogram, and all the pixels whose values are larger (or smaller)than Pmax are increased (or
decreased) by 1. The whole image has no pixel whose value is equal to Pmax+1 (orPmax-1) after histogram shifting.
Therefore, Pmax can be selected to embed data. When embedding a bit 1, Pmax is modified to Pmax+1 (or Pmax-1),
otherwise Pmax remainsintact. Obviously, the amount of message that can be embedded into an image equals to the
number of pixels which are associated with the peak point. Because few images contain a large number of pixels

with equal gray values.
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(b)Extended histogram modification
In 2008, in order to achieve high embedding capacity scheme and presented a new scheme based on histogram

modification. By calculating the differences between adjacent pixels instead of simple pixel values, they extended
histogram modification scheme. Since the pixel grayscale values in a local are often highly correlated and spatial
redundancy, the distribution of pixel difference has a prominent maximum .Hence, their scheme can offer higher
embedding capacity and keep lower distortion . However, once the differences between adjacent pixels in a certain
sequential order are utilized to embed data, the distribution of pixel difference does not maintain aprominent
maximum. This means that the performance of their scheme will drastically decline after the initial period
embedding is applied .In order to obtain all-directional adjacent pixel differences of a cover image, various scan
paths could be defined. Nine basic scan paths are defind .For simplicity, the basic scan paths are shown for
4x4regions, as shown in Fig.2.a. Let | be a grayscale image with H-rowxW-column pixels, in which each pixel take
up 8 bits. After one scan path is assigned , we can obtain a series of pixel values pl, p2, p3, ..., pk along the pre-

assigned scan path, we have k = HxW.

«

(a)
Fig(4)scanpath

(c)Adjacent pixel difference
As mentioned above, for a cover image, we can obtaind series of pixel values pl, p2, p3, ..., pk along a

preassigneds can path. Hence, we can compute k-1 adjacent pixel differences, and the sequence of adjacent pixel

differences is defined as <d1, d2, d3, ..., dk-1>, and di is given

da’ =p!—1- pr’
For simplicity, in this, the terms “adjacent pixel difference” and “pixel difference” are interchangeable. The
histogram of the pixel differences of image Lena with size 512x512x8 , where the pre-assigned scan path are path
s2. It is easy to see the difference histogram contains a larger number of points with equal values than image

histogram

(d)Prevent Overflow and Underflow:-
Modification of a pixel may not be allowed if the pixel is saturated (0 or 255). To prevent overflow and

underflow, we adopt a histogram shifting technique that narrows the histogram from both sides . Let us assume that
the number of peak points used to embed messages is 2*. where L is the level of the proposed binary treestructure.
Thus, we shift the histogram from both sides by 2%. units to prevent overflow and underflow since the pixel xi that
satisfies di > 2. will shift by 2. units after embedding takes place. After narrowing the histogram to the range

2%, to 255 — 2*. we must record the histogram shifting information as overhead book keeping information. For
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this purpose, we create a one bitmap as the location map, which is equal in size to the host image. For a pixel having

grayscale value in the range2*. 255 — 2+

., we assign a value 0 in the location map; otherwise, we assign a value

1. The location map is losslessly compressed by the run-length coding algorithm, which will yield a large increase in

compression ability since pixels out of the range 2*. t0255 — 2*. are few and are almost always contiguous. The

overhead information will be embedded into the host image together with the embedded message. Note that the

maximum modification to a pixel is limited to 2*. according to the proposed tree structure. As a result, shifting the

histogram from both sides by 2*. units enables us to avoid the occurrence of overflow and underflow.
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Fig5 Histogram shifting. (a) Original histogram. (b) Histogram shifting
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V. EMBEDDING PROCESS
For an N-pixel 8-bit grayscale host image H with a pixel value xi , where xi denotes the grayscale value of the |

th pixe,0<i<N -1, xi €Z,xi (0, 255.)

1) Determine the level L of the binary tree.

2) Shift the histogram from both sides by 2*. units. Note that the histogram shifting information is recorded
as overhead bookkeeping information that will be embedded into the image itself with payload.

3) Scan the image H in an inverse s-order. Calculate the pixel difference di between pixels xi—1 and xi .

4) Scan the whole image in the same inverse s-order. If di > 2*. shift xi by 2*. units
Xi, ifi =0
vi= jx + EL, if dy = 2L and XX
x— 2L, ifdp =28 and x = xi_)

where vi is the watermarked value of pixel i .
5) Ifdi< 2*. modify xi according to the message bit
. x4+ ldi + 8, if &= oo
T = di bYW x o< xy
where b is a message bit to be embedded and b {0, 1}.Note that the overhead information is included in the

image itself with payload. Thus, the real capacity Cap that is referred to as pure payload is Cap = Np—|O|, where Np
is the number of pixels that are associated with peak points and |O] is the length of the overhead information.

VI. 6.EXTRACTION PROCESS:-
This process extracts both overhead information and payload from the watermarked image and losslessly

recovers the host image. Let L be the level of the proposed binary tree.For an N-pixel 8-bit watermarked image W
with a pixel value yi , where yi denotes the grayscale value of the ith pixel,0 <i<N -1, yi €Z, yi €0,255.
1) Scan the watermarked image W in an inverse s order
2) If Jyi xi—1] <27(L+1), extract message bit b
0, if |y; —x;_;| is even
I, if |yi —xi—1] is odd

where xi—1 denotes the restored value of yi—1
3) Restore the original value of host pixel xi by

- [yvi — xical ]
2
if |[vi —x;_] <28 and v < x;_
v — [yvi — xizal]
Xi=1{ 2
if |vi —x;_] < 2L+ and v = x5,
vi +25, if lyi —xioq] = 25 and v < xiog
vi =2 i |y —xi21] = 29 and v > X
¥i, otherwise.

4) Repeat Step 2 until the embedded message is completely extracted.
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5) Extract the overhead information from the extracted message. If a value 1 is assigned in the location
Xi,restore xi to its original state by shifting it by 2. units; otherwise, no shifting is required

VII. EXPERIMENTAL RESULTS:-
To obtain a better understanding of how different Lena image affect the performance of the proposed reversible

data hiding scheme, we present some results in a graphical form. All extraction experiments were performed with

Lena grayscale images sized 512x512.

Browse the Image:-

[T ——r—

Vtogram Medificates] s

—

WaswrmarkLege |

Umbedding J

Here we enter binary tree level L=5
Histogram Graphs:-

2 Figure 25

File Edit Wiew Insert Tools Desktop Window Help ~
DSEE K|RANE E 08 8O

1ot

3000 B

2000

1000

0

(] 0 100 200 300

0
w10
3000

100 200 3
2000 M 2
100 200 3

1000

0

1}
(] 0 100 200 300

0

1.Histogram of lean image 2. Distribution of differences 3. Histogram modification of lena image 4. . Distribution of
differences
Logo image:-

Here we select logo image

< raversewatermark

I

| Watermarked Image

Extraction

[ e ]
| Comparison

Received: 04 Apr 2018 | Revised: 03 May 2018 | Accepted: 04 June 2018 35



International Journal of Psychosocial Rehabilitation, Vol. 22, Issue 04, 2018

ISSN: 1475-7192

Embedding Process;-

Watermarked Image:-

Comparison:-

Ina4™

[

Piv.-— Messcares

| watermant Lago

_ Embuddiey

figure =input image- Watermarked Image(differences)

White dots represented differences between input image and Watermarked Image

In a5th figure =input image —extracted image

Black represented no difference between input image and extracted image

Graphs:-

Fla Edt Wew Incart Took

\Window  Help

DFEES RO ® ¥ 08 w0

L Vs PSNR L Vz MSE

= B0
W f0 \ 0
-3 w

h 2
L \ 2
~
n o—"
(] 2 4 & "o 2 4 [

L valug
e {0°L Vs Hiding Capacay

Hiding Capacity

e

el

4

L value

Received: 04 Apr 2018 | Revised: 03 May 2018 | Accepted: 04 June 2018

36



International Journal of Psychosocial Rehabilitation, Vol. 22, Issue 04, 2018
ISSN: 1475-7192

The PSNR block computes the peak signal-to-noise ratio, in decibels, between two images. This ratio is often
used as a quality measurement between the original and a extraction image. The higher the PSNR, the better the

quality of the extraction image, or reconstructed image.

The Mean Square Error (MSE) and the Peak Signal to Noise Ratio (PSNR) are the two error metrics used to
compare image extraction quality. The MSE represents the cumulative squared error between the extraction image
and the original image, whereas PSNR represents a measure of the peak error. The lower the value of MSE, the

lower the error.

To compute the PSNR, the block first calculates the mean-squared error using the following equation:

z [Iim,n)—Is(m,n JF

MSE = MN

M*N

The PSNR is defined as:

MAX?
PSNR =10 - logy, ( f)

MSE
MAX
=20 -log,, (TS};)

Here, MAX; is the maximum possible pixel value of the image.

VIII. CONCLUSION
In this paper, we have presented an efficient extension of the histogram modification technique by considering

the differences between adjacent pixels rather than simple pixel value. One common drawback of virtually all
histogram modification techniques is that they must provide a side communication channel for pairs of peak and
minimum points. To solve this problem, we introduced a binary tree that predetermines the multiple peak points
used to embed messages; thus, the only information the sender and recipient must share is the tree level L. In
addition, since neighbor pixels are often highly correlated and have spatial redundancy, the differences have a
Laplacian-like distribution. This enables us to achieve large hiding capacity while keeping embedding distortion

low.
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