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Modification of the Barrel Register Full Adder
(BRFA) for Performance of Montgomery
Modular Multipliers

M. Jasmin, S. Philomina and G. Angelo Virgin

Abstract--- Power utilization and region are the two compels which confines the use of crucial open
cryptosystem in useful gadgets. This paper proposes a plan for RSA framework which is accomplished by rehashed
secluded augmentations on substantial numbers. Fast Montgomery particular duplication calculations and
comparing equipment designs have a parallel prefix snake. A useful vitality calculation is utilized to diminish the
vitality utilization and furthermore improve further the throughput of Montgomery measured multipliers. This
engineering can sidestep the pointless parallel expansion and register to compose activities, which prompts less
vitality utilization and higher performance. The alteration of the Barrel Register Full Adder (BRFA) is done as such
as to apply the twofold gated clock plan procedure further decrease of vitality utilization of capacity components in
BRFA.

Index Terms— Parallel Prefix Addition, Energy-efficient Architecture, Gated Clock, Montgomery Modular

Multiplier, Rivest, Shamir and Adleman (RSA) cryptosystem.

I. INTRODUCTION
As the data innovation builds up, the security of data turns out to be increasingly imperative. Open key

cryptography is turning into the favored answer for data security as a result of its leeway in dissemination and the
board of the keys. These days, the RSA cryptography [1] is the most generally utilized crucial open cryptography,
the security of which depends on the Integer Factorization Problem (IFP). Security necessities are progressively
essential for private information transmission through cell phones with Internet get to, for example, advanced mobile
phones and journal PCs, which require a vitality proficient cryptosystem because of their restriction of battery

control.

The essential task of the RSA mark is particular exponentiation, which can be acknowledged with measured
augmentation. Montgomery [2] calculation understands the steady increase with expansion and move, making the

VLSI execution of secluded augmentation conceivable.

A standout amongst the most basic records for handy gadgets is controlled utilization. The length of the operands
of RSA cryptosystem might be up to 1,024-piece or even 2,048-piece to accomplish required security class. In any

case, the great zone and high power utilization generally make the use of RSA cryptosystem incomprehensible for
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battery controlled and detached gadgets. Along these lines, low power configuration turns into the test for crucial
open cryptosystem RSA in handy devices.Carry spare snake involves a more region on FPGA[4]. It needs a few

procedures to decrease the zone. Parallel prefix viper supplants it.

The primary classification (e.g., [5]- [8]), the information sources and yields of the Montgomery measured
increase is spoken to in twofold structure, however moderate aftereffects of particular augmentation are kept in
convey spare portrayal to maintain a strategic distance from the convey spread. Be that as it may, the configuration
change from the express extra representation of the last item into its parallel portrayal must be performed toward the
finish of each measured increase. This change can be essentially practiced by including the convey and full terms of
conveying additional description. Be that as it may, the expansion still experiences long transmit proliferation, and
other circuit and time are most likely required for these transformations.The second classification (e.g., [9]- [12])
takes out rehashed yield to-enter group changes through keeping up all sources of info and returns of the
Montgomery measured an increase in conveying spare structure except the last advance for getting the consequence
of particular exponentiation. Notwithstanding, this suggests the number of operands in secluded duplication must be

expanded with the goal that extra registers to store these operands are required.

Il. EXISTING SCHEMES
A many different approaches of Montgomery modular multiplies are based on a concept of carry save adder to
speed up the addition process. In the previous paper proposed by Shiann-Rong [4] revokes the certificate to speed up

the process and less energy consumption.

This current framework requires a more system to decrease vitality utilization. Since a convey, spare snake
possesses a more zone. Essentially transmit extra viper decreases an engendering delay at the expansion procedure.
So it just accelerates the expansion procedure. Be that as it may, usage of the zone is high for conveying spare
snake. It expands a more vitality utilization. It likewise needs register to store a transmit at each stage. So area and

its relating vitality utilization are extended.

The rest of this paper is ordered as the following segment. Area Il portrays the idea of variation radix-2
Montgomery measured duplication calculations and RSA secluded exponentiation calculations. In Section IV, we

propose point by point equipment design of proposed Montgomery secluded duplication.

111.MONTGOMERY MODULAR MULTIPLICATION ALGORITHM
Let the modulus N be a k-bit odd number and an extra factor R be defined as 2k mod N, where 2k—-1 < N < 2k.
Given two integers a and b, where a, b < N, the N-residue of a and b with respect to R can be defined as
A=axR(modN),B=b xR (modN). (1)
Based on (1), the Montgomery modular product Y of A and B can be obtained as

Y = A x B xR-1(mod N) (2)
Where R—1 is the inverse of R modulo N,

i.e.,, RxR-1=1(mod N).
The radix-2 version of the Montgomery modular multiplication algorithm, denoted as Algorithm MM, to

calculate the Montgomery modular product of A and B is shown in below Algorithm. Note that the notation Xi in
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this Algorithm denotes the i th bit of X in binary representation. Moreover, the notation Xi: j indicates a segment of
X from the i th bit to j th bit. Since the convergence range of S in Algorithm MM is 0 < S <2N/2 + 2N/4 +. - -+
2N/2k-1 < 2N.

Algorithm- 1 MM: Radix-2 Montgomery Multiplication:
Inputs: A, B, N (modulus)

Output: S[K]

S[0] =0;

fori=0tok—-1

{
gi = ( S[i]0 + Ai x BO) mod 2;
S[i+1]=(S[i]+AixB+qgixN)/2;

}
if (S[k]>N) S[k] =S[k]—N;
return S[k];
The operations during this formula are simply enforced in hardware. However, these operations are performed

with full exactness operands and, during this sense, they need an intrinsic limitation. Once a hardware supported

algorithm is defined for n bits, it cannot work with more bits.

IV.ENERGY-EFFICIENT HARDWARE DESIGN
This section describes the detailed design of fundamental hardware architecture of MMMA42. First we see the

hardware architecture algorithm after that we see the MBRFA, look-ahead unit and gated clock design technique.

Algorithm-2 MMMA42: 4-to-2 RCA Modified

Montgomery Multiplication
Inputs : A1, A2, B1, B2, N2 =N + 1 (new modulus)
Outputs : S1[k+3], S2[k+3]
1.(B1,B2)=0+0+2B1+2B2;
2.(D1,D2)=B1 +B2+ N2 +0;
3. S1[-1] = 0; S2[-1] =0;
4.09~=0;A~=0;i=-1;
5. while (idk+2){
6.if(A~=0andg~=0)
7. (S1[i+1], S2[i+1]) = (S1[i]+S2[i]+0+0) / 2;
8.elseif(A~=0andg~=1)
9. (S1[i+1], S2[i+1]) = (S1[i]+S2[i]+N2+0) / 2;
10.elseif (A~=1andg~=0)
11. (S1[i+1], S2[i+1]) = (S1[i]+S2[i]+B1 +B2) / 2;
12.elseif(A~=1andg~=1)
13. (S1[i+1], S2[i+1]) = (S1[i]+S2[i]1+D1+D2) / 2;
14. compute gi+1, gi+2, Ai+1, Ai+2, and bypassi+1;
15. if (bypassi+1 = 1){
16.q~=qi+2; A~=Ai+2;i=i+2;
17. S1[i+1]= S1[i+1]/2; S2[i+1] = S2[i+1]/2;
18.}
19. else{
20.g~=qi+l; A~=Ai+l;i=i+1;
21.}
22.}
23. return S1[k+3], S2[k+3];

A. MODIFIED BRFA AND LOOK-AHEAD UNIT (LU)
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From an Algorithm-2 MMMA42, Steps of 15— 21, ™ q and A must be produced and put away at the | th emphasis
as indicated by a bypassi+1 flag with the goal that they can be utilized to choose the right information operands of
four-to-two to convey additional expansion at the following clock cycle. Notwithstanding, Ai+1 and Ai+2 are
expected to deliver. The altered barrel register full viper appears on a Fig.1 utilizes two move registers RAL and

RA2 with two full adders to produce Ai+1 and Ai+2 at a similar clock cycle.

After Ai+1 and Ai+2 are gotten, a LU portrayed in Fig.2 is created to produce the bypassi+1 flag, = q, and "A.
The LU comprises of an XOR entryway, a NOR door, and two two to-1 multiplexers. It creates the qgi+1, gi+2, and
bypassi+1 flag.

gi+1 = S1'[i]y = S1[i]; & S2[i]| & w.
bypass;,; = ~ (git1 VvV Aip1) =~ (S1Ti]1 v Aig1)
=~ ((S1ilh & 820i]li @ w1) Vv Aig1)
gi+2 = Sl[i + 111 = SU" [il2® S2' [i]
Based on above formula g and “A can be determined at the i th iteration as follows:
- | git+2,  ifbypass,; = 1
it+1s otherwise

A+, if bypass;,; = 1

Ajst, otherwise.
Additionally, the bypassi+1 signal must be sent back to the MBRFA to determine the carry value that should be

A=

stored to FF and the bit number that registers RA1 and RA2 must be right shifted. If bypassi+1 = 1, carryi+2 is
stored to FF and registers RA1 and RA2 are right shifted by two bit positions. Otherwise, carryi+1 is stored to FF
and registers RA1 and RAZ2 are right shifted by one bit position.

= RAT —=> bypass,..,

j .‘g{'u é'?iﬂ ;

#
bypassiu

Q) e
-

Fig-2 Look-Ahead Unit (LU)
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B.Architecture of Mmm42 Multiplier
Notwithstanding MBRFA and LU, the primary part is the four-to-two RCA design. It is first used to pre-process

the four-to-two convey additional increases in stage 1 and stage 2 of Algorithm-2 MMM42 through setting "A, ™ q,
and registers to legitimate qualities. The delivered (B1, B2) are put away to registers RB1 and RB2, and (D1, D2)
are put away to registers RD1 and RD2, individually. While doing the calculation of emphasis I for -1 <1<k + 2,
the four-to-two RCA design chooses the correct wandy through multiplexers M1 and M2 by utilizing "A and ™ q
created at the past clock cycle. Likewise, the middle of the road esteems S1_[i ]J1, S2_[i ]1, and S1_[i ]2 created by
RCAL of the four-to-two RCA design together with the Ai+1 and Ai+2 delivered by MBRFA are sent to LU to

produce the bypassi+1 flag and the estimations of ™ g and "A for the following clock cycle.

The yields S1[i+1] and S2[i+1] of four-to-two RCA engineering must be partitioned by two as appeared in the
means 6— 13 of Algorithm 2. We store the bypassi+1 flag to FF and addition multiplexers M3 and M4 at the front of
RCAL1 as appeared in Fig.3. Thus, the right-move one-piece or no good activity will be performed at the following
clock cycle as indicated by the bypassi+1 flag put away in FF. As such, the glitches of the bypassi+1 flag, which
presumably causes superfluous unique power utilization will be obstructed by FF and not be spread to M3, M4, and
RCA.

0 052 P
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Fig-3 Block diagram for proposed MMM42 multiplier

C. Gated clock design technique
MMM42 multiplier requires a several register to store the input and output values to achieve higher

performance. These registers will consume a significant portion of energy in MMM42 multiplier. Therefore, the
gated clock design technique can be directly applied to these registers to reduce their area and power consumption.
This multiplier with clock gating applied to RB1, RB2, RD1, RD2, and RN registers is denoted as MMM42_C1
multiplier. However, MBRFA still consumes a significant portion of power/energy and the clock gating technique
cannot be directly applied to reduce its power/energy consumption since RALl and RA2 registers must be right

shifted by one or two bit positions at each clock cycle.
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V. EXPERIMENTAL RESULTS
The multifaceted territory nature and primary way postponement of MMM42 and different past Montgomery

multipliers can be evaluated by utilizing the convey spare snake. Notwithstanding multifaceted zone nature and
primary way delay, the quantity of required clock cycles is used to decrease control utilization. In this proposed
paper supplant the convey spare viper by utilizing swell send snake. Swell convey viper devours less region than

contrasted with carrying an additional snake. So it uses less vitality utilization. These qualities are given in Table I.

The execution results, including the equipment zone (Area), the primary way (Delay), and power utilization
(Power), which are the outcome from finished activities, the vitality utilization (Energy), region and postponement

the of these secluded multipliers are given in Table II.

TABLE- |
POWER SUPPLY SUMMERY
Total Dynamic Static
power power power
Power Supply | 27.36 0.00 27.36
(nw)

V1. CONCLUSION
Multiplied result is added with Ripple carry adder, which utilizes a less area. It reduces energy consumption and

also enhances the throughput of multiplier. Moreover, the modified BRFA and adopted gated clock design technique
are used FOR further reduction of the energy consumption of Montgomery modular multipliers. After that the
superfluous bypassing operation is used for further reducing the energy consumption and enhance the throughput of

modular multiplication.

TABLE- 1l
GENERIC OUTPUT OF POWER, AREA AND DELAY FOR PROPOSED SYSTEM
Generic output Values
Power consumption (mW) 27.36
Area (um2) 33%
Delay (ns) 7.508ns
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