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ABSTRACT-- Mobile Adhoc Networks (MANET) is a collection of wireless nodes that can dynamically form 

network to exchange information without using any fixed network infrastructure. By using advanced technology in 

MANET provides the way to serve challenges. MANET are known to be vulnerable to a variety of attacks due to 

lack of central authority or fixed network infrastructure. In many more security schemes have been proposed to 

identify misbehaving nodes. In this paper it has been proposed an intelligence based link state routing protocol 

named ILSR for mobile wireless networks. Thus the protocol is based on the link state algorithm and it is proactive 

of its nature. It employs occasional exchange of messages to maintain topology information of each network at 

each node.ILSR is an improvement over a pure link state protocol as it compacts the size of information sent in the 

messages, and in addition, reduces there number of retransmissions to these messages in entire network.. They 

provide optimal security solution to the current scenario in large and dense ad hoc networks. 
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I. INTRODUCTION 

 The human’s future living environments are nascent based upon information resource provided by the 

connections of various communication networks for users. The small devices like Personal digital assistants, 

mobile phones, handhelds, and wearable computers enhance information processing and accessing capabilities 

with mobility. In traditional home accessories such as modern camera, cooking machines, washing machines, 

refrigerators, cleaning equipment with computing and communicating powers attached extend the field to a fully 

computing environment[7]. With these modern technologies should be formed within the new paradigm of 

computing including new architectures, tools, protocol, device and services,. Mobile networking is most important 

technologies during the last ten years, advances in both hardware and software techniques have resulted in mobile 

hosts and wireless networking common and miscellaneous. Fundamentally there are two distinct approaches for 

enabling wireless mobile units to communicate with each other. 

Infrastructure: Wireless mobile networks have traditionally been based on the cellular concept and to be 

dependent upon the good infrastructure supports and these mobile devices communicate with access points like 

base stations connected to the fixed network infrastructures. Representative examples of such kind of wireless 

networks are GSM, UMTS, WLL, and WLAN.  As to infrastructure less approach mobile wireless network is 

commonly known as a mobile adhoc network (MANET). 
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Infrastructure less: A MANET is a collection of wireless nodes that can dynamically form a network to 

exchange information without using any preexisting fixed network infrastructure [2,1]. This is important part of 

communication technology because in many contexts information exchange between mobile units cannot rely on 

any fixed network infrastructure, but on acting configuration of wireless connections on the flown. Wireless adhoc 

networks are basically independent and wide areas of research and application functions, rather than being only 

just a complement of the cellular system.         

         

II. RELATED WORKS 

   Adhoc networking is decade concepts that the technology for dynamic wireless networks, it had been 

especially in an effective way in military purpose. It is a Latin word and it means for this purpose. This network is 

a self configure infrastructure less networks of mobile devices and these connected by wireless links [6]. Mobile 

adhoc networks are self organize nodes, without the need for preexisting infrastructures. Every node in the network 

acts as a sender and a receiver and as a router at the same times. If the two nodes are in the transmission range of 

each other then they can communicate directly to this network. Otherwise, they reach each other in the way of 

multi-hop route. MANET nodes are typically distinction by their processing, limited power and memory resource 

techniques as well as high degree of mobility. In many networks, the wireless mobile nodes are may progress enter 

the network as well as leave the network [14].      

The Adhoc On-demand Distance Vector (AODV) routing algorithm is a routing protocol designed for adhoc 

mobile networks. This protocol is capable of both unicast and multicast routing. Its an on demand algorithm 

meaning that it builds routes between nodes only as longing by source nodes. It standards these routes as long as 

they are needed by the sources. In extra, AODV forms trees which connect multicast group members. Despite of 

these trees are composed of the group members and the nodes need to connect members. AODV uses sequence 

numbers to guarantee the freshness of routes. This is loop free self starting and scale to a large numbers of mobile 

nodes[12]. The AODV protocol uses route request (RREQ) messages flooded through the network in order to 

discover the paths required by a source node. An intermediate node that receives a RREQ replies to using a route 

reply message only has a route to destination, whose corresponding destination sequence number is greater or 

equal to the one contained in the RREQ[16]. RREQ also contains the most recent sequence number for the 

destination of which the source node is cognizance. A node receiving the RREQ may send a route reply (RREP) 

if it is either the destination or if it has a route to the destination with corresponding sequence number greater than 

or equal to the contained in the RREQ functions. If  this case, it unicast a RREP back to the source of rebroadcast 

the RREQ .Nodes keep track of the RREQ’s source IP address and broadcast ID. They receive a RREQ message 

which they have already making processes, they discard the RREQ and do not forward it, once the source node 

receives the RREP, message may begin to forward data packets to the destination. The source later receives a 

RREP containing a greater sequence number or contains the same sequence number with small hop count; it may 

update its routing information for that destination and begin using the better routers. So long as the route remains 

active, it will continue to be maintained and route is consider as active as long as there are data packets periodically 

traveling from the source to the destination along that path. While the source stop sending data packet, the links 

will conventional and eventually be deleted from the intermediate node routing tables [1]. If link breaks occur 
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when the router is active, if the node upstream of the break propagate route error (RERR) message to the source 

nodes to inform its unreachable destination.  

 

III. PROPOSED SYSTEM 

3.1 Intelligence based Link State Routing (ILSR) 

Intelligence based Link State Routing (ILSR) protocol is a proactive routing protocol where the routes are 

always without delay available when needed. This is an optimization version of a pure link state protocol in which 

the topological changes cause the overflowing of the topological information to all available hosts in the network. 

In ILSR protocol continuously maintains routes to all destinations in the network, thus the protocol is beneficial 

for traffic patterns where a large subset of nodes are communicating with another large subset of nodes, and where 

the [source, destination] pairs are changing over time. ILSR protocol is well suited for the application which does 

not allow the long delays in the transmission of the data packets. The best working environment for this ILSR 

protocol is a dense network, where the most communication is concentrated between a large numbers of nodes. 

ILSR reduce the control overhead forcing the MPR to propagate the updates of the link states, also the efficiency 

is gained by the compared to classical link state protocol when the selected MPR set is as small as possible[11,9]. 

But the negative part of a situation of this is must maintain the routing table for all the possible routes. So there is 

no difference in small medium networks but when the number of the mobile hosts increases. Then the overhead 

from the control messages is also increasing. This to control the scalability of the ILSR protocol and besides ILSR 

protocol work most efficiently in the closely compacted wide networks.        

The base stations of a fixed infrastructure networks are directly connected to the core, an AHN is typically 

connected through a satellite link or a terrestrial switch. This vision requires still some further developments in ad 

hoc networking. Basic research and potential applications of adhoc networks are evolving together, spurring each 

other into further achievements. The need for a network application can give the directions for finding the solution 

to meet the requirements of security issues.  The overview of the proposed system is described below: 

 

Fig: 1.Overall Architecture of the System 
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System architecture is the conceptual model that defines the structures, manner and more views of a system. An 

architecture delineation is a formal of description and representation of a system, arranged according to a system   

in a way that supports reasoning about the structure of the system which comprises system components, the 

outwardly visible properties of those components in the relationships between them and provides a plan from 

which products can be procured, and system developed, that will work together to implement the overall system.  

There are basically two approaches to secure MANET, securing adhoc routing and Intrusion Detection. As a 

preventive measure, the packets are carefully signed but an attacker can simply drop the packet passing through it 

and they secure routing cannot resist such internal attacks. In our solution provides a reactive scheme that triggers 

an action to protect the network from future attacks launched by this malicious node. Because of the infrastructure 

less architecture of our risk-aware response   system is distributed and it means each node in this system makes its 

own response. 

In order to evaluate the effectiveness of our adaptive risk aware response solution have divided the simulation 

process into three stages and compared the network performance. The following describe the activities associated 

with each stage in providing the security : 

Before attack: Random packets were generated and transmitted among nodes without activating any of them 

as attackers. This module can present the traffic patterns under the normal circumstance. 

After attack: Detection or response is not available in this stage. This module can present the traffic patterns 

under the circumstance with vulnerable activities. 

After response: Response decisions for each node were made and carried out based on ILSR protocol. 

 

IV. CONCLUSION  

In this paper the adhoc network was introduced and explained how it does differs from the original fixed wired 

network. The description was given from the adhoc routing protocols and its possible metrics to measure the 

performance and suitability of adhoc routing protocols were given basing on the RFC paper [17].AODV and ILSR 

protocols were introduced and their core architecture was described. Due to the basic actions related to the routing 

process were studied in details and also the advantages of the protocols based on their routing processes were given 

in the end of the chapters[19]. The comparison was made from the possible protocols advantages and from the 

literature related to these protocols. The chapter included some results from the papers which compared the 

following protocols. 

Both protocols scalability is restricted due to their proactive or reactive characteristic. In the AODV protocol 

the flooding overhead in the high mobility networks. ILSR protocol is the size of the routing table and a topological 

updates messages from scalability of these protocols is quite good and their performances depend a lot from the 

network environment. 
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