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ABSTRACT--Cyber Era creates internet technology and presents a new phenomenon in the media which 

has become a new media called social networking. The reputation of online social networks has created a wide 

range of public communication among users, and this leads to an enormous extent of information generated by 

users. Over the past few years, cyberbullying has become a major problem for the advance of online 

communication and social networking. Internet bullying is known as a grave national wellbeing problem among 

online social network users. This paper focuses on finding the risks of cyberbullying and raising awareness about 

cyberbullying prevention. The researcher uses secondary sources such as books, magazines, electronic sources, 

papers, and newspapers. Primary sources, such as interviews and field studies, cannot be done, which the 

researcher cannot access due to lack of time. Finally, social networks like sharp knives with proper usage, 

options, and responsibilities, many social networking sites are useful. But if used without responsibility, social 

media may have a negative impact. 
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I. INTRODUCTION  

Social networking sites have evolved rapidly over the past decade. In January 2005, a survey of online social 

networking sites reached 115 million people and continues to grow [1]. When creating a profile in social 

networks, users will talk about themselves, status explanations, images, express feelings, actions, write in one or 

two sentences and interests, to be able to monitor their identity through social networks. Communication is more 

than the process of sending and receiving messages from different cultures from us. We need to know what our 

ultimate goal is. 

Internet cyberbullying refers to aggressive and deliberate actions by using the Internet or other electronic 

methods such as email, website content or messages [2], [3]. Cyberbullying contains harassment, hate, and 

outrage [3]. Although the Internet is an excellent medium for education, communication, entertainment, and 

commerce, the Internet has a dark side. Hate groups have emerged from the alleys of the past to publish 

unpleasant thoughts on the Internet so that everyone can hide behind their identities when exposed.  
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Hate Cyberbullying research shows that adolescents are the main victims [4]–[11]. Due to the growing use of 

the Internet and the ease of access to online communities provide a cybercrime such as cyberbullying. In the 

Indonesia, the problem of cyberbullying has been exacerbated and has been defined as a social threat. 

Researchers should study cyberbullying for detection, prevention, and mitigation.  

Day by day, the consequences of cyberbullying are becoming more severe for victims [12]. In many cases of 

cyberbullying, the victims attempted suicide because of abusive and aggressive messages from predators. In most 

cases, young victims will have to hide their situation from adults (parents/teachers) because they think they can 

lose the right to access mobile phones and/or the Internet if they share this situation with the elderly. Female 

victims are more likely to report cyberbullying in childhood than men [13]. Also, Özdemir said that 

cyberbullying has a negative impact on adolescent self-esteem [14]. In the current research, we aim to utilize 

useful information in related studies to improve awareness about cyberbullying prevention and to find out the 

risks of cyberbullying. 

 

II. RESEARCH METHODOLOGY 

This study is a retrospective, descriptive and based on non-empirical design. To gather information about the 

scope of the study, the study was conducted in secondary sources of books, articles, journals, electronic sources, 

and theories. 

 

III. MATERIALS 

Researchers use more secondary sources, such as books, magazines, journals, electronic articles, and 

newspapers. Due to lack of time, researchers in the main data sources, such as interviews and field studies, do 

not have sufficient results of data collection and interpretation.  

 

IV. RESULTS 

1.1 Internet Use and Social Networking 

Not surprisingly, most participants have access to the Internet when they are at school and at home. In 2014, 

eMarketer (Research on Digital Marketing, Media, and Commerce) of the country's netter population reached 

83.7 million people in 2014. Figures that apply to every person who accesses the internet at least once each 

month places Indonesia in the 6th rank largest in the world in terms of the number of internet users. In 2017, 

eMarketer estimated that Indonesian netter would reach 112 million people. 

The internet can be considered as an agent to facilitate and promote communication [15]. The Internet has 

become an integral part of online culture. Many participants in this study indicate that they use the school 

Internet for personal use, which reflects international results. In addition, as expected, the results of this study 

show that the Internet at home is used for personal purposes, and not at school. The main goal of the internet at 

home is to communicate with friends. In contrast, a study with students using the internet at home and found that 
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they were looking for information for personal use rather than for education and the most common use was 

image search [15]. 

It can be predicted that there will be a difference between the types of personal use of the Internet at home 

and at school. The main purpose of using the Internet at home is to talk to friends and at school to send email 

between schools. This reflects the research of Subrahmanyam & Greenfield, which found that online 

communication tools were used as an alternative way to talk to face-to-face friends [16]. The study found that 

secondary schools are the most frequently used internet time. These results support other findings [17] which 

show that older teens use the internet more often than younger teens. 

A study suggested [3], [18], [19], which are related to Internet use and cyberbullying. In this study, we will 

look at Internet use, hate speech, and cyberbullying. However, it is not surprising that there is a connection 

between Internet use and cyberbullying. But to understand these relationships better, it is necessary to take other 

factors. Using the Internet itself is not a determining factor in cyberbullying. There may be many other factors, 

such as the frequency of use and the type of use of the Internet, which can unite to increase the opportunity to 

participate in cyberbullying activities. 

Social networks are identified as general activities both now and when they are still in high school. Students 

who graduate from high school can use social networks as a way to connect with people when they leave home 

to travel abroad or can study in other cities. As a result, personal communication is not possible. In a study by 

Coyle & Vaughn, they found that students (High school) most use Facebook to maintain their social capital [20]. 

Participants in this study indicated that they used social networking sites when they were in high school, mostly 

to communicate with friends and they believed that using the most common online social network for young 

people in Secondary schools will be the same. These results reflect other studies [17], [20], [21] which examines 

the use of social networking sites by young people. In addition, the results of this study show that social 

networking sites are often used in older years at other times of secondary schools.  

One possible explanation is that the responses of participants are affected by the behaviour of social 

networks. In addition, gender differences can play a role. The results of a survey conducted by Subrahmanyam & 

Greenfield show that girls and boys use social networking sites for many reasons [16]. They found that girls used 

social networks to strengthen their friendship, while boys teased and made new friends. The most common cause 

of social networking for participants and perceptions of young people’s use is communication with friends. 

 

1.2 Traditional Bullying and Cyber-bullying 

There are many differences between traditional bullying and cyberbullying. Cyberbullying remains hidden, 

hiding its identity from victims, which can be simpler in the form of conservative bullying [22]–[24]. Another 

type of cyberbullying that is mentioned in the target group was happy slapping. It is often associated with an 

innovator who unexpectedly approaches the target (victim) and in many cases attacks them physically, while 

other actors record the event by telephone or camera [25]. This type of intimidation is called cyber-fight. Cyber-

bullying, as in traditional bullying, can be divided into two forms of oppression - physical and non-physical. The 
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physical includes happy slapping and cyber-fight. Non-physical messages, including malicious messages, threats, 

controls, rumours. 

The film "Means Girls" in 2004 is one of the type of bullying which describes groups of girls in secondary 

schools, the social structure of groups, and how to use their social status to intimidate others. New technologies 

such as the internet and cell phones involved in patterns of indirect and relational bullying. Mjaavatn, Frostad, & 

Pijl recommends that e-mail, social network, mobile phone, and other Digital Interactive social networking sites 

and other invasions from their relationships to a faster level [26]. 

Traditional bullying has developed from the school area to computers. In general, it seems that the way in 

which girls and boys are bullied has not changed from traditional bullying. The Internet provides an opportunity 

to see more types of bullying since cyberbullying does not exist within the school walls. 

For traditional bullying, middle and lower secondary schools are considered the most vulnerable. The results 

of the study by Jacobs found that bullying increased from primary schools to high schools [27]. Central for 

cyberbullying, the age group that considers that the greatest risk are early high school and high school. Teenagers 

aged 15-17 are more likely to be involved in cyberbullying than other age groups [28]. 

In addition, the results of this study showed that social networking sites were not used for bullying. But is a 

combination of social networking websites and mobile phones together. Since research on cyberbullying, 

including social networking sites, is limited, parallel comparisons are difficult. However, a number of studies 

have examined the tools used in cyberbullying. Cell phone bullying and instant messaging became commonplace 

[3], [22]. Similar to these results, most online cyberbullying examples occur via instant messaging [18]. 

 

1.3 The Impact of Cyber-bullying 

Social media users are growing each day. In fact, users are now dominated by young people who really 

understand technology. But, despite the current technological developments, social media is often used as a 

media to bully others. 

Data obtained by UNICEF in 2016, as many as 41 to 50 percent of teens in Indonesia in the age range of 13 

to 15 years have experienced acts of cyberbullying. Some actions include doxing (publishing other people's 

personal data), cyber stalking (revitalization in the realm of the world that leads to stalking in the real world), 

revenge pom (the spread of photos or videos with the aim of revenge accompanied by acts of intimidation and 

extortion) and several other cyberbullying actions. 

Cassidy, Jackson, & Brown studied on students learning and cyberbullying then found that many students felt 

that cyberbullying was more a problem over the past year [29]. Overseas study helps us to understand the impact 

of cyberbullying. Studies show that the effects of cyberbullying may be more serious than traditional bullying 

[30]. This is facilitated by the nature of cyberbullying. First, viewers haunted by the Internet can be more 

valuable than traditional bullying. This type of bullying does not allow confidentiality. Second, written words 

can be read over and over again - words that can be forgotten wrongly. Furthermore, suggests that the written 

word may look clearer and more specific [12]. 
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Victims of cyber-bullying endure the effects for longer as the abuse can be persevered. Victims of 

cyberbullying are not protected at the same level as traditional bullying. Notar, Padgett, & Roden admits that 

cyberbullying is more personal because computers, mobile phones, or a person's bedroom may be threatened by 

threats and ridicule [31]. In addition, cyber-bullying can be a brutal and violent form of oppression because the 

bullies do not see the reactions of victims or potential hazards. They may not feel guilty, sympathetic, or 

repentant, as well as the victims, as well as traditional bullying [32]. As a result, cyber bullies tend to say 

something they won't and never speak directly. 

Misconceive of opinions potentially leads to bullying. In addition, the impact of indirect aggression and 

relationships are more devastating than other forms of bullying, such as physical bullying [33], [34]. Bank and 

Iwanaga identified the impact of psychological bullying such as social problems, depression, social anxiety, 

loneliness, low self-esteem, decreased levels of happiness, and post-traumatic stress disorder [35] [36]. 

 

1.4 Gender  

Many researchers have studied the relationship between gender and participation in cyberbullying. Some 

studies show that men are more likely to participate in cyber intimidation than women [37], [38], but other 

studies show the reverse [39], [40]. In addition, other studies show that there are no significant differences 

between men and women in terms of their tendency towards cyberbullying [41]. Although the study did not 

clearly confirm the relationship between gender and cyberbullying behaviour, as previously described [42]. 

Similarly, research shows that men use cyberbullying at a higher level than women [38]. Internet cyberbullying 

on social networks on the Internet has been improved by using gender data as a function [43]. 

 

V. CONCLUSION 

Bullying on the Internet has become a major problem with the development of online communication and 

social networks. One side, the increased use of social networks will give the benefits for users. But, on the other 

hand, it will have negative consequences if it is not reasonably considered by users, especially among 

adolescents who still risk affecting the freedom of expression on social networks. Limited content prohibited by 

ITE’s law, the indirect effects of cyberbullying can be identified as psychological disorder, such as social 

problems, depression, social anxiety, loneliness, low self-esteem, decreased levels of happiness, and post-

traumatic stress disorder. Many useful social networking sites. But if they are used without liability, social 

networks can have a negative impact. 
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