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Abstract--- Software-Defined Networking is a rising concept that aims to replace conventional networks by 

breaking up vertical integration. The control logic of network is separated from the underlying routers and switches, 

by logically centralized network control, and to program the network. An intrusion detection system is a software 

application that keeps track of a system or network for occurrence of any policy violations or malicious activity. 

Reports are sent to the network administrator or collected centrally using a security information and event 

management system when there is an occurrence of a malicious activity or policy violations. The aim of this paper is 

to create an Intrusion Detection System using Snort which is an open-source, free and lightweight application. The 

concept of the paper is to build an efficient and simplified Intrusion Detection System. First, setup a simple network 

topology with four virtual machines where three of them are hosts and fourth one is designed to run Snort. 

Keywords--- Software Defined Networking (SDN), OpenFlow Protocol, Open vSwitch, Snort, Mirroring, 

Intrusion Detection System (IDS), Denial of Service (DoS) attacks, Distributed Denial of Service (DDoS)attacks, 

Switched Port Analyser (SPAN). 

I. INTRODUCTION 

Software Defined Networking is a new technology for computer networking which gives the network 

administrators the provision for centralized network management dynamically. Software Defined Networking is 

associated mainly with the OpenFlow protocol. Software Defined Networking provides dynamic, centrally 

manageable and cost efficient network. This network infrastructure encompasses programmed, centrally managed 

network. A software system application called controller is provided with the management functions which is 

decoupled from the hardware unlike conventional networking. This permits the network administrator to efficiently 

handle the business desires. The software defined network traffic is formed by programming the management at the 

control plane without interrupting the switches at data plane. The forwarding rules in the switch to route traffic from 

the sender to the destination is set by the control plane which includes a centralized controller. For handling cloud 

service challenges like, dynamic load traffic, additional information measure demand and security problems this 

technique of SDN is used. 

The OpenFlow protocol is mostly used by Software Defined Networking for balancing traffic load, directing the 

traffic and executes policies to scale the network. For preserving network and data security, an efficient security tool 
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is required. People with malicious intentions may cause serious threat to the organization’s confidential information. 

If there is no proper security for protecting the data, a loophole occurs through which the attacker can intrude into 

the network and access the confidential information. For detecting and monitoring abnormal data packets travelling 

through the network, software called Intrusion Detection System is being used. When a data packet with an 

attacking pattern is detected, the IDS generates alert informing intrusion occurrence in the network. Snort is a 

popular open source utility application used for Intrusion Detection System and Intrusion Protection System. Snort 

based IDS generates alerts in real-time for protecting the system’s risk from intruders. Snort based IDS usually have 

their rules in the form of a single line, which can be easily understood and modified. The data packet from the traffic 

network is matched between rules which are defined using Snort-IDS.  

 

Figure 1: Software defined networking architecture 

II. BACKGROUND 

Some background details about specification based detection and the software defined networking is being 

introduced in this section. 

Detection based on Specifications 

Specification based intrusion detection system and intrusion detection framework was put forward by Berthier et 

al in the year 2010, 2011. The expected outcomes activities functionalities and security rules to be considered are 

defined in specifications. Therefore, any anomaly from the actual specifications will be considered as a violation of 

security. Specifications rules for control systems, VoIP protocols, routing protocols have been recently defined for 

efficiently implementing security. Nick McKeown et al put forth the concept of Software Defined Networking 

initially. This concept separates the data and control plane for each node in a network. Each node still has the data 

plane but the control plane exists logically as a centralized controller. The controller centrally manages the flow 
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entries for each packet in the network. OpenFlow is the protocol and commonly used architecture of Software 

Defined Networking.  

III. INTEGRATION OF SOFTWARE DEFINED NETWORKING AND SNORT 

Snort is a utility tool which is an open source and light-weight signature based Intrusion Detection System. The 

conventional Snort deployment mirrors network traffic to the Intrusion Detection System. Snort contains a pre-

defined set of rules which it matches against all the packets in the network traffic, which when matched will alert the 

Intrusion Detection System resulting in blocking of the malicious activity by firewall. 

 

In Software Defined Networking environment the Snort service is deployed by implementing mirroring on Open 

VSwitch as shown in figure 2. The OpenDayLight Controller sets two output ports for each flow entry in the switch 

to implement mirroring. One output port of the switch is for regular forwarding of packets and the second one is for 

forwarding it to Snort for anomaly detection from the specified rules. The OpenDayLight controller can force stop 

specified traffic by commanding the Open VSwitch, if any suspicious network traffic is found. 

 

IV. RELATED WORK 

The concept being discussed in[1] is about building up an intrusion or threat detection system in Advanced 

Metering Infrastructure systems using Software Defined Networking. The protocol being used is OpenFlow protocol 

which is mostly used in most of the systems using Software Defined Networking. The Software Defined Networking 

technology is integrated with the Intrusion Detection System in the Advanced Metering Infrastructure. Rules are set 

using Snort which is an open-source utility application. Snort architecture in such a way that all network is 
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forwarded to it by the process of mirroring. By using Software Defined Networking with Snort-based Intrusion 

Detection System, Advanced Metering Infrastructure system can provide an effectively efficient defence mechanism 

against intrusion and other threats to the system. 

The concept in [2] focuses on deploying Software Defined Networking based Intrusion Detection System to 

cloud platform to enhance the security of cloud computing. A new Intrusion Detection and Prevention system is 

proposed which uses Snort-based IDS and Open vSwitch. The proposed system is compared, analysed and evaluated 

with the conventional approach. POX controller is used to enhance the security using Network Reconfiguration 

features. This approach is then directly implemented on cloud to enhance security systems in cloud. 

The concept in[3]approaches with a system for detecting Intrusion for Software Defined Networking 

environment to identify and report malicious activities happening in the network to network administrators. The 

proposed approach is of a genetic algorithm which is to be deployed to prevent attacks in the network. The data in 

the network is monitored, and it provides information of data flowing through the network. Rules are made and the 

data flowing through the network is checked against these rules to check the presence of malicious activities in the 

network. Based on the type of traffic in the network, the genetic algorithm can be modified which increases the 

flexibility and reliability of the algorithm which prevents attacks and provides enhanced security. 

The concept in[4]is that it proposes OpenSec which is a framework for Open-Flow based network security 

permits operators for security across the network. It provides abstraction so that operators can specify easy and 

human-readable security policies. OpenSec has a layer that operates on the top of controller for giving security 

services. It allows operators to define the security polices with description and a list of services to deal with 

malicious contents. When it found some malicious contents, it generates alerts only. It depends upon the on the 

processing units for scanning incoming traffic. This framework forwards the flows to security units and 

automatically responses towards the event generated by middleboxes. It uses the control layer that allows users to 

forward only traffic part to security units. OpenSec automatically deals with alerts without involving network 

administrator.  

The concept discussed in [5] proposes the idea that it is possible to differentiate if network traffic flows represent 

malicious attacks or normal operation. The approach is using machine learning methods and self-organized maps for 

detecting unauthorized activities. The concept is based on the of SDN flow classification mechanism. The Kohonen 

algorithm has been used as self-organized maps learning method. The self-organized maps allow creating a type of 

structure that represents input vectors which is the collected data in measuring module with labels to specify the first 

packet in the flows. The clients request the system. At the same time, unauthorized activities are performed by 

malicious host using attack tools to the servers. The generic traffic is probed by measuring module. The servers are 

on separate virtual machines and clients are virtualized on the mininet OS level. 

The idea proposed in [6] focuses on issue of threat detection as well as defence of Software Defined Networking 

defence. To represent security roles of Software Defined Networking it uses the matter-elements and a configuration 

point OpenFlow controller and OpenFlow switch. For threat of Software Defined networking, the paper formally 
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represents the security roles and dependent function based on extension theory formalizes the NETCONF operation. 

The extension approach uses basic-elements from a formal viewpoint.  

The concept being discussed in [7] focuses on FLOWGUARD framework for accurately detecting and effective 

resolution of firewall policy in OpenFlow based networks. When network states are updated it checks for firewall 

policy violation. It uses innovative resolution techniques for diverting network update conditions. For firewall 

Packet filtering traditional techniques has been used to handle packet violation. FLOWGUARD has been used on 

the top of Floodlight with three components, flow tracking, violation detection and violation resolution. The solution 

centrally enforces rules to eliminate flow packet violation and the flow policy that requires corresponding firewall 

rules. 

V. ARCHITECTURE COMPONENT 

Using Snort is of the few methods that Intrusion Detection Systems use to detect the occurrence of intrusion in 

the network. 

 

The proposed system is to create an Intrusion Detection System in Software Defined Networking. The Software 

Defined Networking controller, Virtual machine running IDS and network attack detecting software all are 

connected with each other through OpenFlow based software controlled switches.  
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A simple network topology is set up on a Virtual Box virtualization environment consisting of four virtual 

machines that are connected by the virtual switch called Open VSwitch. The Open VSwitch is controlled by a 

logically centralized controller called the OpenDayLight Controller. Figure 5 depicts the network topology of the 

proposed system. There are four Virtual Machines out of which three are hosts and one is used to run Snort. 

Metasploit framework is an open-source tool which helps to create exploitation on a particular chosen remote 

machine by entering it through a bug of the target machine. To simulate attack scenarios, Metasploit is installed on 

one of the three pure hosts. 

The SDN Controller used is OpenDayLight which is the brain of the architecture also called the Control Plane, 

which is one of the layers of the SDN architecture. OpenDayLight is used to program the Software Defined 

Networking Controller. OpenDayLight is the controller used widely and is an open-source controller. It can 

automate as well as customize computer networks of variable size and scale. Switched Port Analyser or Port 

Mirroring is used to monitor traffic in a network. By enabling SPAN, a switch can send a copy of all packets 

arriving at a particular port to another port wherein the packets can be used to detect malicious contents. 

SPAN Mirroring is configured on the Open VSwitch which has two output ports, one to divert the traffic 

destined to any host, and the second to the Virtual Machine that is running Snort which can examine the same. The 

incoming traffic reaches on OpenFlow enabled switch which is equipped with a rule in the forwarding table. The 

proposed idea is to create an Intrusion Detection System on Software Defined Networking environment using virtual 

machines. 
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Algorithm 

1. Set rules for Snort. 

2. Configure the network with the hosts, detection system and controller. 

3. Receive the mirrored packets from switch. 

4. If suspicious packet flow found, 

Then check for anomaly from usual flow. 

Send reports of flow of suspicious packets to Intrusion Detection System. 

Identify the type of rule violation by checking with predefined rules. 

Block the suspicious flow(attack) 

Else  

 Go to step 3, proceed with usual monitoring of packet flow. 

Implementation Results 
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The implementation of the proposed concept is shown in figure 7, figure 8, figure 9, figure 10 and figure 11. One 

of the rules set in Snort is to alert when Host 1 pings Host 2. So when a ping command is given to ping host 2, the 

alert message is being displayed in the Snort console or terminal. Similarly, it can alert when the other rules are 

violated. So, this concept can be implemented to protect the Software Defined Networking systems from various 

intruders and their attacks.  

VI. CONCLUSION 

The idea being proposed in this paper is to develop an Intrusion Detection System in Software Defined 

Networking using Snort tool and Mirroring concept to effectively provide a defense against malicious activities 

taking place in a network. According to recent researches, the most occurring attacks are Denial of Service attacks 

and Distributed Denial of Service attacks. As these attacks bound to increase day by day, an effective method is to 

be implemented to provide security from these attacks. So, the concept proposed by this paper tends to provide 

security by checking the deviations of the flow from the usual flows in the network with some predefined set of 

rules specified in the Snort principles. Detection of any malicious activities will result in the OpenDayLight 

controller block the current activity taking place in the network to avoid occurrence of attack. Also, the rules in 

Snort application can be altered according to the needs of the network by the authorized network administrator.  
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